
 





 

 

Compact entities to support Member States efforts in this 

context. 

 

It is based on this mandate that UNOCT has developed the 

Technical Guide on Protecting Critical Energy Infrastructure 

against Terrorist Attacks. 

 

This guide has been carefully developed through extensive 

UNOCT research and contributions from the United Nations 

Global Network of Experts on Vulnerable Targets 

Protection, and entities of the United Nations Global 

Counter-Terrorism Coordination Compact Working Group 

on Emerging Threats and Critical Infrastructure Protection.  

 

The guide consolidates good practices, case studies, tools, 

and practical knowledge from across the globe. By gathering 

insights from nations and institutions that have experience 

safeguarding energy infrastructure from terrorism, the 

guide offers a comprehensive, technical, action-oriented 

framework for energy security. 

 

This publication is divided into several key areas.  

 

It starts by providing an overview of the main terrorist 

threats and emerging trends affecting the energy sector. This 

includes evolving methods of �er incC�i 

 



 

 

The guide then explores best practices in risk assessment, 

resilience-building, and strategic planning for protecting 

critical energy facilities.  

 

It also emphasizes the essential role of cross-border 

collaboration and public-private partnerships in 

strengthening the security of energy infrastructure, both 

traditional and renewable. 

 

Additionally, the guide outlines methods for implementing 

innovative technological solutions, such as the use of 

advanced surveillance, AI-driven analytics, and real-time 

monitoring systems, to detect and respond to threats swiftly 

and effectively. Such tools are critical as terrorists continue 

to adapt and exploit new technologies to carry out attacks. 

 

While the technical guide serves as a resource, its true 

potential can only be realized through cooperation and 

shared commitment.  

 

Protecting critical energy infrastructure requires 

coordinated efforts at every level—nationally, regionally, 

and globally. By fostering strong, cross-border partnerships 

and sharing resources, we can collectively strengthen our 

resilience to the terrorist threats facing the energy sector. 

 

Dear participants,  

 

In closing, I thank you once again for your dedication to this 

shared mission and your presence in Ashgabat and online to 

advance this cause.  



 

 

 

By collaborating to implement the good practices outlined in 

the Technical Guide, we can enhance the security of our 

energy systems against terrorist attacks, protect our 

communities, and safeguard our future. 

 

Thank you for your attention and commitment to this 

essential work. 

 


