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Pasted below are a number of questions you may wish to consider for your presentations:  

• What are the main political, legal, and administrative challenges to 
the improvement of mutual legal assistance in electronic 
matters?  

• What regional and bilateral good practices have you identified 
should be promoted at the global level?  

• Given the difficulties of changing the current international framework 
of cooperation, what practical measures could be taken to improve 
the current system?  

• What measures could be taken to improve the cooperation between 
law enforcement and the private actors?      

 

We ask that each speaker limit his or her presentation to 10 minutes in order to allow sufficient 

time for Q and As.  
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Excellences, dear colleagues,  

 

The Council of Europe is pleased to be able to work alongside the 

United Nations, among other organisations present here today, to 

help address the many issues raised by the exploitation of 

information and communications technologies by terrorists and their 

supporters.  
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The Conventions on criminal matters are widely ratified among the 47 

member States, and are open for signature and ratification by other 

interested non-European States. 

 

A good example of this is the European Convention on the Transfer 

of Sentenced Persons, ratified by over 65 States, or the Budapest 

Convention on Cybercrime, ratified by 50 States including Australia, 

Canada, Japan, Israel and the United States of America. 

 

The Council works hard with member States to make sure that all 
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internet companies, such as internet service providers, 

communications services and content-hosting platforms, to execute 

requests by law enforcement entities in a proper, expedited and 

effective manner. 

 

These model information request forms will be based on similar 

general principles as the MLA model request forms, particularly that 

they will try to find uniform standards, facilitate operational 

engagement, and help avoid incomplete or unworkable requests. 

 

It is clear that public/private cooperation is essential when it comes to 

the rule of law in cyberspace, be it in relation to terrorism, cybercrime 

or evidence in the cloud, and the Council of Europe aims to make life 

easier for both state institutions and private companies. 

 

Within the framework of the Budapest Convention on Cybercrime 

which has been the leading treaty on “international cooperation in 
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This not only applies to substantive law, but also to procedural law 

and international cooperation. 

 

The Budapest Convention requires parties to adopt a set of 

procedural powers to secure electronic evidence, such as search and 

seizure of computer systems, production orders for data, interception 

of communications etc. These are subject to rule of law safeguards. 

They apply to electronic evidence in relation to any crime, including in 

relation to terrorist offences. International cooperation provisions also 

largely apply to cooperation in cases of electronic evidence, not just 

cybercrime. 

 

One difficulty that criminal justice authorities are faced with is that 

electronic evidence needed is increasingly in foreign, unknown, 

multiple or shifting jurisdictions.  

 

Mutual legal assistance arrangements are thus not always feasible or 

too cumbersome to secure volatile electronic evidence.  

 

The Cybercrime Convention Committee therefore established two 

years ago a Cloud Evidence Working Group to identify solutions. 

 

The Recommendations of the Cloud Evidence Group were discussed 

by the Committee and by the international Octopus Conference from 

14 to 18 November. The results are as follows: 
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provisions for direct cooperation with providers in other jurisdictions 

and provisions for the protection of personal data.  

 

The Cybercrime Convention Committee will hopefully decide in June 

2017 whether to go ahead with the negotiation of a Protocol to the 

Budapest Convention. 

 

These developments show that the Convention on Cybercrime is 

alive and kicking. It is able to address complex challenges, including 

in relation to the terrorist misuse of information technologies, while at 

the same time ensuring that rule of law requirements are met. 

 

International co-operation to fight crime and terrorism matters must 

not be seen as an aim in itself, but as an indispensable means to 

address transnational problems effectively. The international 

community already has effective tools. They must now be put into 

effect. 

 

  

 


