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 On behalf of the Security Council Committee established pursuant to resolution 

1373 (2001) concerning counter-terrorism, I have the honour to submit to the Security 

Council a document containing the global survey of the implementation of Security 

Council resolution 1373 (2001) and other relevant resolutions by Member States.  

 The survey was prepared by the Counter
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 Violence perpetrated by other armed groups, including in the Central African 

Republic, Chad and the Democratic Republic of the Congo, continues to pose a threat 
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  5HVSRQVHV�RI�WKH�6HFXULW\�&RXQFLO�DQG�0HPEHU�6WDWHV 
 

 In response to the rapidly evolving terrorist threat, the Security Council has 

adopted a number of targeted resolutions – including, notably, resolutions 2395 

(2017) and 2396 (2017) – that include a number of required responses and associated 

challenges. 

 The need to develop comprehensive and integrated national strategies to ensure 

an effective and holistic approach in countering terrorism is one of the key issues 

addressed by the Counter-Terrorism Committee Executive Directorate within the 

framework of its dialogue with Member States on behalf of the Counter-Terrorism 

Committee. Since the previous survey (S/2016/49), the Executive Directorate has 

identified an increase in the number of Member States taking steps to develop a 

broader counter-terrorism approach, including by engaging a wider range of 

stakeholders, beyond law enforcement agencies. 

 Pursuant to Security Council resolutions 2178 (2014), 2322 (2016), 2396 (2017) 

and 2462 (2019), Member States have accelerated the review of their existing 

legislative and administrative frameworks and, where necessary, enacted new 

measures to incorporate the requirements of the relevant Council resolutions into 

domestic law. However, despite this progress, the degree to which the relevant 

offences have been codified varies and continues to require careful monitoring . 

 In assessing and monitoring legislative developments in Member States, the 
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1. The present survey was prepared by the Counter-Terrorism Committee 

Executive Directorate pursuant to the request of the Security Council, contained in its 

resolution 2395 (2017), that it update the previous survey (
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continue to limit the capacity of civil society and other non-State counter-terrorism 

and countering violent extremism actors.2 Decreases in funding caused by the 

economic impact of COVID-19 also risk leading to a retrenchment in counter-

terrorism operations, security assistance and capacity-building.  

18. Quarantine requirements and limited in-person gatherings have provided 

reduced opportunities for terrorists to carry out attacks, thereby leading to a decline 

in attacks and casualties (especially in non-conflict areas). It is likely that this trend 

will continue, at least until these restrictions are lifted.  

19. However, no such trend has been observed in conflict areas, where pandemic-

https://undocs.org/en/S/RES/1526(2004)
https://undocs.org/en/S/RES/1526(2004)
https://undocs.org/en/S/RES/2253(2015)
https://undocs.org/en/S/2021/68
https://undocs.org/en/S/2021/68
https://undocs.org/en/S/2021/68
http://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Jun/cted-paper-the-impact-of-the-covid-19-pandemic-on-counter-t_0.pdf
http://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Jun/cted-paper-the-impact-of-the-covid-19-pandemic-on-counter-t_0.pdf
http://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Jan/cted_paper_the-impact-of-the-covid-19-pandemic-on-counter-te.pdf
http://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Jan/cted_paper_the-impact-of-the-covid-19-pandemic-on-counter-te.pdf
http://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Jan/cted_paper_the-impact-of-the-covid-19-pandemic-on-counter-te.pdf
http://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Jun/cted_covid_paper_15june2021_1.pdf
http://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Jun/cted_covid_paper_15june2021_1.pdf
http://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Jun/cted_covid_paper_15june2021_1.pdf
http://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Dec/cted_covid19_paper_dec_2021.pdf
http://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Dec/cted_covid19_paper_dec_2021.pdf
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28. Some States have argued that the prosecution of foreign terrorist fighters should 
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prisoners, and their potential to radicalize members of the community and pursue 

https://undocs.org/en/S/2021/98
http://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Jan/cted-trends-alert-may_2019.pdf
http://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Jan/cted-trends-alert-may_2019.pdf
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reflects progress since 2016. One State has pioneered the adoption of county-level 

action plans to prevent and counter violent extremism, which are aligned with the 

national strategic framework, while also prioritizing actions that respond to needs 

identified at the local level. Another State has made a commitment to drafting it s 

national action plan to prevent and counter violent extremism, requesting support from 

the United Nations in this regard. 

 

Risk assessment  
 

69. All States of the subregion collect security-related information through various 

channels. However, that information is not consistently shared among the various 

relevant agencies. Very few States appear to routinely conduct threat assessments and 

produce dedicated terrorism risk assessments. One State has tasked two different law 

enforcement agencies with the issuance of such assessments. Four States have 

established national coordination mechanisms aimed at enhancing their response to 

terrorism. Intelligence agencies keep the respective mechanisms updated on relevant 

terrorist threats and rist s  Sne  cespecti s n─less tasked �sdinction1耀grewoutrmatint 
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92. One State specifically notes in its counter-terrorism legislation its ability to 

cooperate with other States in conducting investigations. All States of the subregion are 

members of the Eastern African Police Chiefs Cooperation Organization, established in 

1998 as a regional practical response to the need to join in police efforts against 

transnational and organized crime. Recently, the Organization established a Regional 

Counter-Terrorism Centre of Excellence to enhance the skills of individual criminal 

justice practitioners in detecting, preventing and investigating terrorism activities; 

increase success and effectiveness in cross-border operations; enhance police legitimacy 

across the subregion; and produce quality research and intelligence counter-terrorism 

products. One State (United Republic of Tanzania) is also a member of the Southern 

African Regional Police Chiefs Cooperation Organization.  

93. Three States have participated in joint operations supported by the INTERPOL 

Terrorist Networks Sub-Directorate and the INTERPOL In

https://undocs.org/en/S/RES/1373(2001)
https://undocs.org/en/S/RES/1373(2001)
http://www.interpol.int/en/How-we-work/Border-management/I-EAC-Project
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activity in the subregion is primarily due to two groups: JNIM and ISGS.12 The territorial 

presence and activity of Al-Qaida and its affiliates, particularly AQIM, was initially 

limited to the extreme north of Mali. However, it has now expanded across large areas 

of Burkina Faso, Mali and the Niger and elsewhere. In 2017, Iyad Ag Ghali announced 

the creation of JNIM,13 which merged Ansar Eddine, Al Mourabitoun and the Sahara 

branch of AQIM (and later the Macina Liberation Front) to form a formidable block.  

115. The growing strength of ISIL in the subregion has compounded the terrorist threat 

and contributed to the deteriorating security situation in the subregion. ISGS 14 was 

established in 2015 by Adnan Abu Walid al-

https://africacenter.org/spotlight/african-militant-islamist-groups-new-record-violent-activity
https://africacenter.org/spotlight/african-militant-islamist-groups-new-record-violent-activity
https://visionofhumanity.org/wp-content/uploads/2020/11/GTI-2020-web-1.pdf
https://visionofhumanity.org/wp-content/uploads/2020/11/GTI-2020-web-1.pdf
https://undocs.org/en/S/RES/1267(1999)
https://undocs.org/en/S/RES/1989(2011)
https://undocs.org/en/S/RES/2253(2015)
https://undocs.org/en/S/RES/2253(2015)
https://undocs.org/en/S/RES/1267(1999)
https://undocs.org/en/S/RES/1989(2011)
https://undocs.org/en/S/RES/2253(2015)
https://undocs.org/en/S/RES/2253(2015)
https://africacenter.org/spotlight/islamic-state-in-the-greater-sahara-expanding-its-threat-and-reach-in-the-sahel/
https://africacenter.org/spotlight/islamic-state-in-the-greater-sahara-expanding-its-threat-and-reach-in-the-sahel/
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118. In 2019, a third faction, Bakura,17 reportedly allied with Shekau, emerged. Bakura 

has conducted attacks in the far north of Cameroon and the Diffa region of the Niger. 

The name Boko Haram is commonly used to refer to any of these three groups. Boko 

Haram has remained resilient to military operations and is capable of perpetrating 

sustained significant terrorist activity in the subregion. Studies have revealed a 

remarkable degree of viciousness in the modus operandi of Boko Haram (which has 

deliberately exploited stereotypes by employing the highest rate of female and child 

suicide bombers of any terrorist group), as well as a disregard for principled targeting 

and efforts to minimize civilian casualties.18 These tactics have been more commonly 

associated with Shekau. ISWAP, by contrast, has often nurtured more positive 

community relations by providing goods and services to rural populations that have  not 

received many benefits from their own State. In December 2020, the Prosecutor of the 

International Criminal Court concluded her preliminary investigation into Boko Haram, 

finding a reasonable basis to believe that war crimes and crimes against humanity had 

been committed by the group.19 

119. The vulnerabilities that have contributed to the rise of terrorism in the subregion 

are still prevalent. There remain several areas where the absence of State presence and 

services allow terrorist groups to penetrate more easily, and certain regions are 

effectively under their control. Limited governance structures and low-functioning 

judicial institutions make it difficult for the State to provide basic justice or relief to 

victims of terrorist attacks, let alone provide other types of support. The economic 

situation in many States, already weak, has been put under additional stress by measures 

imposed to combat the COVID-19 pandemic, further compromising subsistence 

lifestyles that depend on freedom of movement. Historically disenfranchised 

communities continue to be excluded from political processes. Many States of the 

subregion are in the lowest bracket on the UNDP human development index.  

120. States’ efforts to address the above vulnerabilities and combat terrorism are 

constrained by limited resources and capacity. Political instability has also undermined 

States’ ability to develop and sustain effective responses. Porous and vulnerable borders 

remain a key concern.20 The illicit flow of arms throughout the Sahel, driven by past 

and recent conflicts, ensures widespread availability to terrorist groups (S/2019/1011, 

para. 10). Armed groups, intercommunal violence, banditry and organized crime further 

https://undocs.org/en/S/2019/1011
https://undocs.org/en/S/RES/1267(1999)
https://undocs.org/en/S/RES/1989(2011)
https://undocs.org/en/S/RES/2253(2015)
http://www.icc-cpi.int/nigeria
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of the reasons for their arrest and the charges brought against them). Limited access to 

a lawyer during investigations and the limited number of defence lawyers provided or 

paid for by the State precludes many defendants from obtaining legal counsel and has 

led to the absence of legal representation in terrorism cases.  

 

 �� $FWLYDWLQJ�LQWHUQDWLRQDO�FRRSHUDWLRQ 
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138. With the support of their international partners, States of the Sahel have continued 

to strengthen their cooperation within the Regional Judicial Platform of the Sahel, 

created in 2010. A technical committee composed of dedicated Platform focal points 

and experts from the Group of Five for the Sahel has been set up to explore  ways to 

strengthen cooperation between the Group of Five and the judicial cooperation 

mechanism. Standardized forms to facilitate the drafting of requests for mutual legal 

assistance and extradition and their harmonization at the subregional level are available 

on the Platform’s website (https://pcjs-sahel.org). 

 

https://pcjs-sahel.org/
https://undocs.org/en/S/2020/1074
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 (d) Amending legislation to ensure that terrorist acts are clearly and precisely 

defined by national legislation in accordance with the principle of legality, including by 

ensuring that the acts of planning of, preparation of, and support to, terrorist acts are 

criminalized as stand-alone offences; 

 (e) Establishing or strengthening independent, dedicated and effective 

mechanisms for the oversight of law enforcement agencies; 

 (f) Improving connectivity at border posts to the INTERPOL I-24/7 system and 

promoting the systematic use of INTERPOL databases, including through sharing 

relevant data with INTERPOL to enhance cooperation among border-management 

services and with foreign counterparts; and upgrading infrastructures to provide 

electricity to all land border crossings and provide them with the Internet connection 

necessary for the systematic collection of biometric information and biographical 

information. 

 

https://undocs.org/en/S/RES/1373(2001)
https://undocs.org/en/S/RES/2396(2017)
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 States of the Sahel region are currently processing thousands of cases 

through their respective criminal justice systems, with extremely limited 

resources and with the additional challenge of having to bring to justice 

individuals suspected of having committed crimes thousands of kilometres 

away from their capitals, where most judicial and investigative resources 

are based. To date, only one State has successfully deployed subunits of 

its specialized investigative units to regions closer to the areas in which 

military operations are conducted. Similar deployments are being planned 

or are under way in other Sahel States. 

 In their codes of criminal procedure, States designate officials who 

can act as judicial police and are entrusted to collect, handle, preserve or 

share information to be used as evidence in criminal justice proceedings. 

In compliance with those procedural norms, three States have established 

provost brigades to ensure the deployment of members of the gendarmerie, 

as judicial police, to work alongside the military. However, in practice, the 

deployment of these provost brigades has not been as systematic as 

envisioned, leaving the military to engage directly in the collection, 

handling, preservation and sharing of information. Further capacity-

building and practical tools and training will be required to ensure that the 

military can accomplish these tasks. One State has initiated legislative 

amendments in order to ensure that the military has the legal capacity to 

engage in the collection of information and that the evidence collected is 

admissible. 

 

https://www.globalr2p.org/publications/atrocity-alert-no-225/


https://undocs.org/en/S/2020/1281
http://www.globalcenter.org/wp-content/uploads/2018/10/GC-2018-Oct-Dust-Settles-Judicial-Terrorism-Sahel.pdf
http://www.globalcenter.org/wp-content/uploads/2018/10/GC-2018-Oct-Dust-Settles-Judicial-Terrorism-Sahel.pdf
https://www.ohchr.org/sites/default/files/Documents/Countries/Africa/G5Sahel_Report_E_Final_05.08.2020.pdf
https://www.ohchr.org/sites/default/files/Documents/Countries/Africa/G5Sahel_Report_E_Final_05.08.2020.pdf
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 Those conceptual gaps are compounded by the significant practical 

challenges posed by the high volume of individuals associated with Boko 

Haram who need to be processed. Institutions lack ready capacity and the 

required specialized skill sets. The lack of physical infrastructure also 

presents challenges. Any progress made brings with it the further 

complication of attracting international scrutiny and criticism (whether 

justified or not). A further challenge derives from the limited level of 

regional coordination. Even though significant efforts have made, under 

https://undocs.org/en/S/RES/2396(2017)
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 Reintegration also poses significant short-term and long-term 

challenges, which include the difficulties involved in reintegrating 

individuals into communities that continue to face terrorist attacks, that 

are subject to recruitment campaigns or that reject such individuals as 

being tainted or subject them to revenge attacks, as well as the 

community’s perception that such individuals have benefited from unfair 

and/or favourable treatment. To address the latter concern, some States 

have adopted an approach that involves supporting both the individuals 

and the communities. This support is intended not only to ease the 

reintegration of individuals, but also to benefit communities in general and 

offset conditions that may have been conducive to radicalization or 

recruitment to terrorism. Strategic communication is also key in preparing 

individuals’ return to communities, in ensuring that communities become 

essential and willing partners in reintegration efforts and in giving the 

community the confidence that the individuals concerned have been 

effectively scrutinized, do not need to be prosecuted or have been 

rehabilitated. Reintegration support should also be inclusive of victims and 

other vulnerable populations, in order to succeed, and should be closely 

associated with community-based restorative justice processes. 

 

 a See https://acleddata.com/crisis-profile/boko-haram-crisis (accessed on 9 February 

2021). 

 b See http://data2.unhcr.org/en/situations/nigeriasituation (accessed on 9 February 

2021). 

 c In its resolution 2396 (2017), the Security Council called upon Member States to 

develop and implement comprehensive risk assessments for suspected individuals 

whom they had reasonable grounds to believe were terrorists.  

 d The empowerment and inclusion of women and youth is the focus of pillar 9 of the 

regional stabilization strategy. 

 e Counter-Terrorism Committee Executive Directorate, note to the Security Council 

on gender and Boko Haram, 25 June 2018. 

 f Another State is currently in the process of doing so. 
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143. In April 2019, the newest ISIL affiliate, ISCAP, claimed responsibility for its 

first attack in the Democratic Republ瀀ic 

https://undocs.org/en/S/2021/98
https://undocs.org/en/S/2020/1154
https://undocs.org/en/S/2019/1011
https://undocs.org/en/S/RES/1373(2001)
https://undocs.org/en/S/2020/1154
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in which they committed to strengthening cooperation on peace and security issues. 

On 30 August 2018, at a ministerial conference of the Lake Chad Basin Commission, 

Cameroon, Chad, the Niger and Nigeria adopted the Regional Strategy for the 
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CEMAC asset-freezing provisions, but most States have not operationalized or made 

use of the relevant asset-freezing mechanism under resolution 1373 (2001). 

150. Although all States but one have established an financial intelligence unit, most 

of those units (eight) do not have financial autonomy and suffer from a lack of 

resources, including specialized software to analyse suspicious transaction reports. 

Only one State has undertaken an assessment of terrorism financing risk of the 

non-profit sector that provides information on origins and forms of financing, sectors 

affected and geographic distribution of projects. Under CEMAC Regulation No. 01 

of 2016, the competent authorities are given the power to seize cash or beare r 

negotiable instruments that are likely to be connected to terrorism financing, for a 

period no longer than 72 hours. In addition to the CEMAC member States, two other 

States have adopted similar enabling legislation. Seven States of the subregion are 

members of the Task Force on Money-Laundering in Central Africa, which is also a 

CEMAC body. One State is a member of the Eastern and Southern Africa Anti-Money 

Laundering Group, and one State that is not a member of any Financial Action Task 

Force-style regional body has observer status with that Group. One State is a member 

of the Inter-Governmental Action Group against Money Laundering in West Africa.  

 

  )LUHDUPV 
 

151. Only two States have updated their legislation regulating small arms and light 

weapons, and only two States have established a regulatory framework that includes 

provisions on the illicit alteration or illicit obliteration of firearm markings. Following 

its ratification by Angola, the 2010 Central African Convention for the Control of 

Small Arms and Light Weapons, Their Ammunition and All Parts and Components 

That Can Be Used for Their Manufacture, Repair and Assembly (Kinshasa 

Convention) entered into force on 8 March 2017. On 7 December 2018, ECCAS, the 

United Nations Regional Office for Central Africa and the United Nations Regional 

Centre for Peace and Disarmament in Africa launched a joint project for the 

implementation of the Kinshasa Convention, which is also intended to support the 

ratification of the Convention by the two remaining States of the subregion.  

 

 �� 2SSRUWXQLW\�DQG�ERUGHU�VHFXULW\ 
 

  3DVVHQJHU�VFUHHQLQJ 
 

152. States of this subregion continue to possess very limited capacity to effectively 

control their borders and prevent terrorist mobility. Access to INTERPOL databases 

has not generally been extended beyond the INTERPOL national central bureaux to 

the front line. There remains a need for most States to strengthen the capacity of their 

respective national central bureau in order for them to gain effective access to key 

databases relevant to their work and ensure essential connectivity to INTERPOL 

resources. All States of this subregion participate in the INTERPOL I-ONE project. 

For the five States equipped with a computerized travellers’ immigration entry/exit 

management system, those systems are located mainly at international airports. Land 

https://undocs.org/en/S/RES/1373(2001)
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period, pretrial detention in the absence of legal guarantees, incommunicado detention 

and the detention of civilians in military custody by defence and security forces for 

persons suspected of having committed crimes against the security of the State. 

Shortcomings in the administration of justice have been observed in general, including 

the lack of independence of the judiciary and insufficient numbers of trained judges, 

prosecutors and lawyers, and the uneven geographical coverage of the territory by 

judicial authorities compounds access to justice.  

158. Six States apply exceptional criminal procedures in terrorism offences (i.e. 

extended custody and home searches at any time), but none of those provisions is 

subject to a sunset clause. 

 

 �� $FWLYDWLQJ�LQWHUQDWLRQDO�FRRSHUDWLRQ� 
 

  (IIHFWLYH�PXWXDO�OHJDO�DVVLVWDQFH�DQG�H[WUDGLWLRQ 
 

159. Since 2016, no State has developed publicly available guidelines on national 

laws and procedures to facilitate the processing of mutual legal assistance or 

extradition requests. Only two States incorporate the obligation to prosecute in the 

event that the State refuses to extradite a suspected terrorist. The principle aut dedere 

aut judicare
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 (e) Ensuring connectivity of land and border posts with the INTERPOL I-24/7 

system; and promoting the use of INTERPOL databases and the sharing of national 

information so as to enhance cooperation among national border control and law 

enforcement services and with foreign counterparts.  
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 �� 7HUURULVP�WUHQGV 
 

  5LVNV 
 

162. No State of the Pacific Islands subregion has experienced a terrorist atta ck. The 

terrorism risk to States of the subregion is considered to be low, owing to their isolated 

geographic location, transport limitations, their small size and populations (factors 

that deter anonymity) and their relatively small financial and commercial sectors. 

Pacific island States have porous maritime borders and limited capacity to manage 

their territorial waters. They are also vulnerable to cybersecurity threats. Although 

there is no current indication that foreign terrorist fighters are being rec ruited from 

any of the Pacific island States or receiving training or other logistical support from 

the subregion, the States of the subregion are nevertheless vulnerable to potential use 

as a haven for terrorist activity, owing to their major resource con

https://undocs.org/en/S/RES/1373(2001)
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 �� ,PSOHPHQWDWLRQ�RI�UHVROXWLRQ�������������LQ�WKH�3DFLILF�,VODQGV 
 

  )URP�SUHYHQWLRQ�WR�UHKDELOLWDWLRQ 
 

  Comprehensive and integrated counter-terrorism strategies  
 

165. Of the 12 States of the Pacific Islands subregion, only Fiji has adopted a counter-

terrorism strategy. Adopted in 2010, the strategy is based on three pillars: 

preparedness, response and recovery. However, it is unclear to what extent the 

strategy is integrated across all of its government agencies. In October 2018, Samoa 

introduced a national security policy in which it identified border security, natural 

disasters and climate change, cybersecurity and two aspects of human security as the 

main threats to its security and stability. Papua New Guinea has taken steps to create 

policies and strategies to deal with four major areas, all of which could be components 

in a comprehensive and integrated counter-terrorism strategy.  

 

  Risk assessment 
 

166. Although Fiji and Samoa have conducted risk assessments of their respective 

financial sectors with respect to terrorism financing, only Samoa has conducted a 

terrorism-specific risk assessment. States that participate in the Pacific Transnational 

Crime Network and its central coordination hub, the Pacific Transnational Crime 

Coordination Centre, likely conduct threat and risk assessments relating to organized 

crime. 

 

 �� $GGUHVVLQJ�HQDEOHUV�RI�WHUURULVP 
 

  5HFUXLWPHQW 
 

167. Ten States of the subregion have introduced legislative provisions that enable 

them to address recruitment to terrorism by criminalizing the recruitment of a person 

to be a member of a terrorist group or to participate in a terrorist act. This marks a 

small improvement since the previous global survey. In the legislation of one State, 

only recruitment to a proscribed terrorist organization has been criminalized.  

 

  )LQDQFLQJ�RI�WHUURULVP 
 

168. Only one State of the subregion has no legislation on terrorism financing. The 

https://undocs.org/en/S/RES/1373(2001)
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171. 
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https://thecommonwealth.org/sites/default/files/key_reform_pdfs/P15370_13_ROL_Schemes_Int_Cooperation.pdf
https://thecommonwealth.org/sites/default/files/key_reform_pdfs/P15370_13_ROL_Schemes_Int_Cooperation.pdf
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https://undocs.org/en/S/RES/2482(2019)
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militants continue to remain active in the southern Philippines, where they have 

perpetrated and attempted terrorist acts. The Abu Sayyaf Group has continued to 

operate out of the southern islands of the Philippines, conducting kidnap-for-ransom 

and other attacks against maritime interests along the Sulu-Celebes trade route and in 

the eastern Sabah region.  

191. ISIL claimed responsibility for attacks in Indonesia, Malaysia and the 

Philippines from 2016 to 2019. Governments of South-East Asia have expressed 

concern about continued support for ISIL and affiliated groups in this subregion and 

about the region’s attraction for foreign terrorist fighters. Military officials from the 

three countries have all noted the potential for foreign terrorist fighters to move easily 

between Indonesia, the Sabah region of Malaysia and the Mindanao Island area of the 

Philippines, as it is difficult to prevent the flow of militants across the Sulu  and 

Celebes Seas and porous maritime borders. Indonesia, Malaysia and the Philippines 

have been working to enhance their cooperation at all levels under the trilateral 
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for in their codes of criminal procedure. Wiretapping, the recording of 

telecommunications, the interception of electronic and postal communications and 

covert surveillance are all commonly authorized and utilized special investigation 

techniques in most States of the subregion.  

212. A growing trend to authorize the involvement of the military in counter-

terrorism operations has been noted in South-East Asia, reflecting the occurrence of 

incidents involving larger-scale terrorism. In 2018, one State introduced a new legal 

provision establishing a military joint special operations command and allowing the 

involvement of the military in counter-terrorism operations. In 2016, another State 

established a task force, the subregion’s first integrated security force for responding 

to terrorist threats, which consists of multiple law enforcement agencies and the 

military. In another State, the military was involved in and led several key counter-

terrorism operations in 2017. 

213. There appears to be some form of independent or civilian mechanism in place 
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 (a) Reviewing and revising legislation to ensure that definitions of terrorism-

related offences are precise and in compliance with requirements of international 

counter-terrorism instruments, so as to prevent the misuse of terrorism legislation to 

suppress political dissidents and human rights defenders;  

 (b) Improving the investigation of terrorism-related cases by ensuring training 

and capacity-building for law enforcement officers, in particular in the identification 

and investigation of terrorism financing;  

 (c) Taking action to prevent NPOs (including madrasas) from being abused 

for terrorism-financing purposes, while safeguarding legitimate NPO activities;  

 (d) Improving border security by introducing API or PNR systems at 

international air- and seaports, with appropriate privacy and data protection 

safeguards, and by increasing and strengthening the screening of passengers, goods 

and cargo based on intelligence-led risk assessments; 

 (e) Increasing efforts to recruit and retain women in law enforcement and 

border management and ensuring that training materials take into consideration the 

range of roles played by women in terrorism as perpetrators, supporters, 

propagandists, victims and partners in prevention;  

 (f) Establishing and ensuring the independence of impartial and effective 

oversight mechanisms that can address individual complaints of misconduct by law 

enforcement, prosecutorial officers and/or other government officials, particularly in 

States where the military is actively engaged in counter-terrorism efforts; 

 (g) Ensuring that the rights of arrestees, detainees and defendants provided by 

law are implemented in practice, in particular with regard to due process, and that 

mass arrests and lengthy periods of detention without charge are not used as part of 

terrorism prevention policies.  

 

 

 &� 6RXWK�$VLD 
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  5LVNV� 
 

223. While the levels of violence in some States of this subregion, notably Pakistan, 

have abated since the previous global survey, this is not an overall trend and the 

terrorism threat level remains high in South Asia. A number of States have suffered 

attacks since the previous survey. Many terrorist groups, including the Taliban, 

Al-Qaida in the Indian Subcontinent and Islamic State in Iraq and the Levant -

Khorasan), as well as the Haqqani Network, Lashkar-e-Tayyiba, Jaish-i-Mohammed 

and Harakat ul Mujahideen,36 continue to be active in the subregion. 

224. Much of the terrorist activity in the South Asia subregion appears to be inspired, 

if not directed, by Al-
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230. Many States of this subregion have large, informal and cash-based economies 

that have made them vulnerable to terrorism financing. Some States of the subregion, 

such as Afghanistan, are known hubs for large-scale narcotics trafficking, which poses 

special challenges with respect to countering the financing of terrorism. Narcotics 

production and trafficking, and the current and potential revenue streams that they 

provide to terrorist organizations, further complicate the security situation because 

they sustain the synergies that link terrorist groups and organized criminal groups.  

 

https://undocs.org/en/S/RES/2396(2017)
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States of the subregion have procedures for freezing terrorists’ assets pursuant to 

resolution 

https://undocs.org/en/S/RES/1373(2001)
https://undocs.org/en/S/RES/1373(2001)
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definition.37 The Ministry of Home Affairs of India conducted an NPO risk 

assessment in 2020 and 2021 as a thematic risk assessment element of its broader 

national risk assessment. Sri Lanka has also taken steps to update its assessment of 

its non-profit sector by appointing a committee to review and amend existing 

legislation on NPOs; the committee has completed its discussions on a new act 

pertaining to the non-
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status determinations. As at July 2021, Afghanistan was the only State of South Asia 

to have acceded to the 1951 Refugee Convention and its 1967 Protocol. According to 

UNHCR, Pakistan hosts one of the largest refugee populations in the world. However, 

the fact that it does not have a national legal basis on which to screen  asylum seekers 

for the potential applicability of exclusion clauses enhances the possibility that the 

country’s generosity as a host to refugee communities may be abused by terrorists.  

 

 �� %ULQJLQJ�WHUURULVWV�WR�MXVWLFH 
 

  3ODQQLQJ�DQG�SUHSDUDWLRQ 
 

247. Since the previous survey, the States of South Asia have been actively working 

to fully implement the legal aspects of resolution 1373 (2001). India and Maldives 

have substantially updated their legal regimes on counter-terrorism, and several States 

have taken steps to enact provisions implementing resolution 2178 (2014). 

Afghanistan has amended its Criminal Code since the previous survey, in part to 

facilitate the prosecution of terrorism offences. However, as at the time of the 

previous survey, most States of this subregion had not expressly criminalized acts of 

planning and preparation as stand-alone offences, although they may have had the 

ability to prosecute those acts by applying theories of accessorial and conspiracy 

liability. In practical terms, that distinction has not meaningfully affected the 

prosecution of the planning of and preparation for acts of terrorism. In certain 

locations, United Nations-designated terrorist entities and their affiliates, including 

those banned under domestic law in accordance with resolution 1373 (2001), operate 

publicly, including through public rallies and by raising funds in support of terrorist 

activities. There are also instances wherein affiliates of or fronts for banned terrorist 

entities operate under different names and across borders.  

 

  &DSDFLW\�WR�LQYHVWLJDWH�DQG�SURVHFXWH 
 

248. In the previous survey, it was noted that many States lacked the capacity to 

effectively investigate and prosecute the crimes of terrorism and terrorism financing. 

Most did not have the ability to rely on forensic evidence, which is a powerful tool 

and critically important to the investigation and prosecution of terrorism, including 

terrorist bombings, because they either lacked forensic laboratories or sufficient 

human and technical resources to meet all investigative and prosecutorial needs. 

Overall, there has been improvement in this challenging and rapidly evolving area, 

with two States of the subregion having improved and increased their use of forensic 

evidence. Prosecution services in this subregion are staffed by skilled and motivated 

professionals who have greater access to forensic evidence than at the time of the 

previous survey. There has also been a major improvement in the capacity of 

https://undocs.org/en/S/RES/1373(2001)
https://undocs.org/en/S/RES/2178(2014)
https://undocs.org/en/S/RES/1373(2001)
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following the completion of three stages.40 Since 2016, all Central Asian States have 

developed new national counter-terrorism and countering violent extremism strategies 

and corresponding action plans, many with the support of international organizations. 

Most of these national strategies and action plans reflect a whole-of-government 

approach and, to varying degrees, include elements of a whole-of-society approach. 

However, ensuring practical implementation and effective monitoring and evaluation 

continues to present challenges.  

263. Armenia and Georgia have adopted comprehensive strategies. In Georgia, various 

stakeholders (including local authorities and civil society actors) are engaged in 

implementation of the strategy, and a standing body has been established to oversee 

implementation. Armenia has also developed and implemented a programme for 

implementation of its strategy. The third State in the South Caucasus included terrori sm 

as one element of its overall national security strategy in 2007, but has not yet developed 

a comprehensive and integrated national strategy. The Committee has recommended that 

it do so. 

 

  Risk assessment 
 

264. Most States of Central Asia and the South Caucasus have established national 

coordinating bodies for their counter-terrorism measures and threat assessments. Two 
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the mutual evaluation and follow-up processes of the relevant Financial Action Task 

Force-style regional bodies.  

267. All States of the two subregions have established legal frameworks allowing, in 

principle, for the freezing of terrorist assets without delay. In practice, the speed wi th 

which the freezing measures in place pursuant to Security Council resolution 1373 

(2001) are implemented depends on the grounds for designation or decision to freeze 

assets. Kyrgyzstan has recently adopted legislation allowing reporting entities to freeze 

the assets of listed persons directly, without a prior decision of the financial intelligence 

https://undocs.org/en/S/RES/1373(2001)
https://undocs.org/en/S/RES/1373(2001)
https://undocs.org/en/S/RES/1373(2001)
https://undocs.org/en/S/RES/1373(2001)
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registration and reporting. In the other State, the 
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suspected of involvement in terrorism. Owing to lack of capacity, background checks in 

that State do not include cross-checking of biometric data. 

 

 �� %ULQJLQJ�WHUURULVWV�WR�MXVWLFH 
 

  3ODQQLQJ�DQG�SUHSDUDWLRQ 
 

279. 
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investigations, but does not participate in them. In the third State, a specialized 

prosecution unit exists, but seven other agencies are also authorized to investigate 

terrorism-related cases.  

283. 
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(including Nominal data, Stolen and Lost Travel Document Database, Fingerprints 

database, iARMS, etc.);  

 



S/2021/972 
 

 

22-12082 100/207 

 

cyberterrorism. The 2010 Arab Convention on Combating Information Technology 

Offences does not fully cover all offences relating to the abuse of the Internet for 

terrorist purposes. 

300. As noted in the previous survey, States of this subregion were among those most 

affected by the foreign terrorist fighter phenomenon. Iraq and the Syrian Arab Republic 

remain the primary area for ISIL exploitation, and ISIL also continues to exploit its 

capacity to remain in Member States characterized by limited stabilization and 

reconstruction prospects. ISIL presence continues to fuel sectarianism and increase the 

intensity, duration and complexity of conflict in Western Asia. Many factors may have 

contributed to assisting States of Western Asia to address the emerging threats and 

challenges associated with foreign terrorist fighters. These include the fact that the 

phenomenon is not new to the subregion. Several of these States introduced legislative 

and operational measures two decades ago in their efforts to deal with “Arab Afghan” 

returnees in the aftermath of the war in Afghanistan. In addition, all States of this 

subregion have introduced measures to implement resolution 1373 (2001), which can 

be used to address issues related to the foreign terrorist fighter phenomenon.  

301. States of this subregion have expressed concern at the increasing use of the 

Internet for terrorist purposes, including for the dissemination of terrorist propaganda 

and recruitment through popular social media networks. Access to the Internet has also 

increased in States of this subregion during the COVID-19 pandemic, giving terrorist 

groups a wider audience. Most States of this subregion recognize the threat posed by 

the dissemination of unchallenged narratives through social media and its impact on 

recruitment. Some States have enacted legislation and regulations on cybercrime and/or 

the use of the Internet for terrorist purposes, but these have proven insufficient to stem 

terrorist recruitment activities, in particular online.  
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purposes. Good practices identified in this context in Gulf States were found in Saudi 

Arabia, Qatar, Oman and the United Arab Emirates. Most have done so as a component 

of their overall national terrorism-financing risk assessments, but this does not allow 

for in-depth analysis. 
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321. No State in this subregion has established oversight mechanisms that are 
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referral of cases to the competent authorities for the purpose of prosecution in certain 

circumstances, but do not make this mandatory. They also fail to stipulate that such 

referrals must take place “without undue delay”. 

328. With respect to bilateral cooperation in terrorism investigations, it does not appear 
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other key areas. The Terrorism Action Plan of Japan sets out 16 necessary terrorism 

prevention measures. The three States have also created overarching government 

structures to address and coordinate counter-terrorism matters. Mongolia has also 

established a centralized body, the National Counter-Terrorism Coordination Council, 

which consists of a broad range of counter-terrorism agencies, defines counter-terrorism 

priorities and coordinates government prevention activities and responses.  

 

  Risk assessment 
 

334. Law enforcement and other security agencies of four States are known to conduct 

threat and risk assessments relating to terrorism. The Counter-Terrorism Law of China 

stipulates that risk assessments of key potential targets should be conducted regularly. 

Mongolian law enforcement and border-control agencies have adopted risk-

https://undocs.org/en/S/RES/1373(2001)
https://undocs.org/en/S/RES/1373(2001)


S/2021/972 
 

 

22-12082 108/207 

 

its effectiveness can be made and it is unclear to what extent this particular financia l 

intelligence unit is able to operate in an independent fashion. Three financial 

intelligence units of this subregion are active members of an intergovernmental group 

of financial intelligence units that ensures efficient information-sharing. 

339. All fiv
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 �� 3ULRULW\�UHFRPPHQGDWLRQV 
 

358. Priority recommendations include: 

 (a) Developing comprehensive and integrated national counter-terrorism 
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  5LVNV 
 

359. Even though the terrorist threat remains low, the subregion of Central America 

has for many years been forced to contend with violence and corruption stemming 
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381. Generally, oversight of law enforcement structures and security services is weak 

in the Central America subregion. Although six States have established some form of 

oversight mechanism for law enforcement agencies with a view to ensuring 

professionalism and respect for human rights in their counter-criminal work, two 

States have no oversight mechanisms in place. Seven States have received 

observations from the Human Rights Committee regarding measures deemed 

incompatible with international norms and standards.  

 

  5XOH�RI�ODZ 
 

382. Few States have defined “terrorism” and “terrorist acts” with sufficient clarity 

and precision so as not to apply to acts beyond those envisaged by the international 

counter-



https://undocs.org/en/S/RES/1963(2010)
https://undocs.org/en/S/RES/2129(2013)
https://undocs.org/en/S/RES/2395(2017)


S/2021/972 
 

 

22-12082 120/207 

 

 (e) Considering the ratification of the Firearms Protocol and adopting and 

implementing a series of crime-control measures aimed at implementing all aspects 

of the Protocol;  

 (f) Ensuring the full use of, and access to, national counter-terrorism 

databases and all INTERPOL databases and tools for all law enforcement officials, 



https://undocs.org/en/S/RES/1373(2001)
https://undocs.org/en/S/RES/2178(2014)
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Front-line officers rely on information either from the INTERPOL national central 

bureaux or the Joint Regional Communications Centre.  

401. All States of the subregion have introduced API systems and several have 

https://undocs.org/en/S/RES/2396(2017)
https://undocs.org/en/S/RES/2482(2019)
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Protection Oversight Committee to, inter alia, prevent arbitrary or unlawful 

interference with privacy. 
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relating to mutual legal assistance and extradition and made them publicly available in 

order to inform foreign authorities of the requirements that must be met to obtain 

assistance. States would also benefit from adopting mechanisms (e.g. the issuance of 

procedural manuals to relevant law enforcement, prosecutorial and judicial authorities) 

to allow for the dissemination of information to their domestic authorities on mutual 

legal assistance practice and procedures, and on making requests to other States. At the 

regional level, the Hemispheric Information Exchange Network for Mutual Legal 

Assistance in Criminal Matters contains a virtual library that offers legal information 

relating to mutual legal assistance �

https://undocs.org/en/S/RES/1963(2010)
https://undocs.org/en/S/RES/2129(2013)
https://undocs.org/en/S/RES/2395(2017)


https://undocs.org/en/S/RES/2396(2017)
https://undocs.org/en/S/RES/2396(2017)
https://undocs.org/en/S/RES/2482(2019)
https://undocs.org/en/S/RES/2117(2013)
https://undocs.org/en/S/RES/2322(2016)
https://undocs.org/en/S/RES/2370(2017)
https://undocs.org/en/S/RES/2482(2019)
https://undocs.org/en/S/2015/939
https://undocs.org/en/S/2018/1177
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the Caribbean than in any other region of the world. Four States of Latin 

America accounted for a quarter of all global gun-related deaths in 2017.a 

In the Caribbean subregion, more than 70 per cent of homicide victims are 

killed by firearms each year.b The proliferation of firearms in the subregion 





 
S/2021/972 

 

133/207 22-12082 

 

https://mexico.unwomen.org/es/noticias-y-eventos/articulos/2019/12/spotlight-0
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crime by unlawful association or a participant in crimes committed by an organized 

criminal group. 

 

  )LQDQFLQJ�RI�WHUURULVP 
 

426. All States of this subregion have criminalized terrorism financing as a stand-

alone offence, and criminalization is almost fully consistent with paragraph 1 (b) of 

Security Council resolution 1373 (2001) and with article 2 of the International 

Convention for the Suppression of the Financing of Terrorism. All States but two 

criminalize the funding of individual terrorists and terrorist organizations.  

427. Three States have introduced or amended asset-freezing legislation and systems 

to freeze terrorist funds without delay as required �

https://undocs.org/en/S/RES/1373(2001)
https://undocs.org/en/S/RES/1373(2001)
https://undocs.org/en/S/RES/1373(2001)
https://undocs.org/en/S/RES/1373(2001)
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would identify the subset of NPOs that are most vulnerable to abuse for terrorism -

financing purposes.  

 

  )LUHDUPV 
 

430. Most States of the subregion criminalize the illicit trafficking and manufacturing 

of firearms, but only three specifically criminalize the obliteration of official 

markings. Since the previous survey, several States have adopted or strengthened 

national legislation to make the possession, use and transfer of firearms and 

ammunition a serious criminal offence, with increased fines and penaltie s. In 

September 2020, the Plurinational State of Bolivia deposited its instrument of 

accession to the Firearms Protocol. Ten States of the subregion have ratified the 

Protocol, which aims at promoting and strengthening international cooperation and 

developing cohesive mechanisms to prevent, combat and eradicate the illicit 

manufacturing of and trafficking in firearms, their parts and components and 

ammunition.  

 

 �� 2SSRUWXQLW\�DQG�ERUGHU�VHFXULW\ 
 

  3DVVHQJHU�VFUHHQLQJ 
 

431. All States of the subregion are members of INTERPOL and host an INTERPOL 

National Central Bureau. Seven States appear to have connected their front -line 

border control services to INTERPOL I-24/7 databases and tools, and several States 

have also expanded access to the Mobile INTERPOL Network Database and the Fixed 

INTERPOL Network Database to front-line officers with law enforcement 

responsibilities. INTERPOL global databases are linked to the MERCOSUR Security 

Information Exchange System, which connects the national databases of its mem ber 

States and some other States, thereby enabling authorized users to simultaneously 

search both and thus avoid duplication and critical information gaps. A few States, 

however, continue to lack direct front-line access to, or make only limited use of, 

INTERPOL databases, despite the volume of passenger traffic crossing their borders. 

Front-line officers rely instead on information from their national central bureaux, 

which can reduce the effectiveness of the checking process.  

432. The States of the subregion generally have the capacity to effectively screen 

travellers at ports of entry, as well as to detect potential terrorists and the fraudulent 

use of passports. Most States require e-visas (or at least offer online visa 

applications), thereby strengthening intelligence used in the analysis of visa 

processing and advance scrutiny of incoming passengers. Five States of the subregion 

implement API and PNR systems; a further four States implement only API systems 

https://undocs.org/en/S/RES/2396(2017)
https://undocs.org/en/S/RES/2482(2019)
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operations. In some States, however, criminal investigative techniques are not yet fully 

developed or adequately supported by information technology tools such as 

surveillance devices, Global Positioning System localization or fingerprint database 

comparisons. In one State, special investigative techniques such as covert operations 

are permitted only for cases of drug trafficking and related offences (including money -

laundering), not for terrorism. However, in most States, the special investigative 

techniques used for organized crime cases can also be applied to terrorist cases.  

439. Almost all States have put in place some form of oversight of counter-terrorism 

measures taken by law enforcement. However, very few can be considered to have in 

place mechanisms that are fully effective and independent. The National Institute for 

Human Rights of Chile operates independently and effectively, issues public 

statements and an annual report, and proposes changes to government agencies or 

policies to promote and protect human rights. Uruguay has introduced into its 

Constitution reforms aimed at strengthening human rights protections and has given 

constitutional rank to international human rights treaties to which Uruguay is a party. 

Uruguay has also established a national human rights institution and an 

ombudsperson’s office. At least five other States have established an ombudsperson’s 

office, but the related systems have not yet been fully implemented. With respect to 

five Member States, United Nations human rights mechanisms have raised co ncerns 

about the slow progress of investigations into cases of torture, enforced disappearance 

and extrajudicial executions, and about the low number of criminal proceedings 

launched. Lengthy pretrial detention is a major challenge, owing to inefficienciesÀciencies
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guidelines on domestic laws and procedures relating to mutual legal assistance and 

extradition to inform foreign authorities about the requirements that must be met to 

obtain assistance. However, at the regional level, the Hemispheric Information 

Exchange Network for Mutual Legal Assistance in Criminal Matters contains a virtual 

library that offers legal information relating to mutual legal assistance and extradition 

in the 34 active OAS member States.  

444. With respect to regional criminal justice cooperation, all but two States of the 

subregion are members of the Ibero-American Network for International Legal 

Cooperation, which is made up of central authorities and points of contact from 

ministries of justice, public prosecutors’ offices and judicial authorities of the 22 

States that make up the Ibero-American Community of Nations, as well as the 

Supreme Court of Puerto Rico. Its aim is to strengthen the instruments of civil and 

criminal judicial assistance, as well as inter-State cooperation. In 2017, Argentina, 

Brazil, Chile, Colombia, the Dominican Republic, Ecuador, Mexico, Panama, Peru, 

Portugal and the Bolivarian Republic of Venezuela signed the Brasilia Declaration on 

International Legal Cooperation against Corruption, which involves the establishment 

of joint teams (bilateral and multilateral) acting with full technical autonomy.  

445. In the event that a decision is taken not to extradite a terrorist, all but five States 

can submit the case without undue delay to their competent authorities for the 

purposes of prosecution, through proceedings in accordance with their laws. The 

fundamental purpose of this principle is to ensure that individuals who are responsible 

for particularly serious crimes are brought to justice by providing for the effective 

prosecution and punishment of such individuals by a competent jurisdiction. In this 

way, and in order to prevent the commission of certain crimes and eliminate any risk 

of impunity, the principle of aut dedere aut judicare has been incorporated into 

several multilateral conventions, to which most States are parties. States continue to 

face challenges, however, in gaining access to evidence located abroad and utilizing 

it within their own judicial systems.  
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448. Priority recommendations include:  

 (a)

http://nac.gov.ru/press-konferencii-i-brifingi/v-multimediynom-press-centre-mia-rossiya-segodnya.html
http://nac.gov.ru/press-konferencii-i-brifingi/v-multimediynom-press-centre-mia-rossiya-segodnya.html
http://nac.gov.ru/hronika-sobytiy/pyatnadcat-let-protiv-terrora.html
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asylum seekers. The Committee has cautioned against becoming overly focused on 

the danger of terrorists mingling with legitimate asylum seekers, as it might take 

attention from, and possibly heighten, the risks of terrorist attacks.  

451. The States of this subregion on both sides of the eastern border of the Schengen 

area have a comparatively higher risk of being used as transit States for illicit 

movements of people, weapons and cash between the European Union and other 

States or conflict zones. These risks are mitigated by European Union efforts to build 

common border management standards accompanied by operational support from 

Frontex. With regard to non-European Union member States, in December 2020, the 

Heads of the Commonwealth of Independent States adopted a programme of 

cooperation to strengthen border security at external borders for 2021–2025. The 

objectives of the programme are, inter alia, to consolidate the efforts of border 

agencies of the States of the Commonwealth, as well as of international and reg ional 

organizations, to counter current challenges and threats at the border areas, develop a 

regulatory legal framework and harmonize national legislation and improve 

mechanisms for resolving crisis situations at the Commonwealth’s external borders. 

The programme envisages the creation of a unified system of information of the 

Commonwealth’s border security agencies.53  
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https://undocs.org/en/S/RES/1373(2001)
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Union, three States have established designated coordinating bodies to analyse 

current threat levels. In the Russian Federation, a designated body was established 

during preparations for the holding of an international sports event to facilitate 

cooperation between domestic and international security agencies and provide 

security briefings. The Committee identified this as a good practice. 

 

 �� $GGUHVVLQJ�HQDEOHUV�RI�WHUURULVP 
 

  5HFUXLWPHQW 
 

455. Only three of the seven European Union States of this subregion have enacted a 

specific offence covering recruitment into a terrorist group. The four that have not 

done so are of the view that offences covering participation in a terrorist group, or 

conspiracy or preparation with others to commit a terrorist act (including aiding and 

abetting offences), should also cover recruitment. Those offences, however,  tend to 

be tied to the commission of a terrorist act (whereas the offence of recruitment should 

not be). Recruitment into, and participation in, a terrorist group should be criminal 

acts in themselves.  

456. Three of the four non-European Union States of this subregion have in place 

legislative provisions to suppress the recruitment of terrorists. In each case these are 

offences specific to terrorism, distinct from general provisions of the criminal code. 

In the one State that does not have such legislation, recruitment to terrorism could be 

covered in part by general criminal law provisions on complicity.  

 

  )LQDQFLQJ�RI�WHUURULVP 
 

457. All States of this subregion have included stand-alone offences covering the 

financing of terrorism in their national criminal legislation. The offences of all these 

States cover the financing of both an individual terrorist and a terrorist organization. 

This level of implementation represents significant progress compared with 2016, 

when it was noted in the previous survey that more than half of the States of this 

subregion had implemented terrorism-financing offences, but even among those that 

had, few States were largely in compliance with the requirements of paragraph 1 (b) 

of Security Council resolution 1373 (2001). Although Financial Action Task Force-

style regional bodies continue to make some recommendations for technical 

improvements to the drafting of these offences, all States are now at least largely 

compliant. 

458. The freezing of terrorist assets in the European Union States of this subregion 

is handled by a mixture of both national and European Union law. Pursuant to this 

regime, decisions to freeze assets by the Council of the European Union pursuant to 

Security Council resolution 1373 (2001) are implemented without delay because they 

are immediately applicable in all European Union member States pursuant to 

European Council Regulation (EC) No. 2580/2001. This regime does not completely 

substitute for an autonomous domestic authority to freeze terrorist assets, however, 

because it has not been used to cover persons or entities inside the European Union 

or where a request for designation is put forward by another State. European Union 

member States need to have, therefore, their own domestic powers to freeze assets in 

addition to the European Union regime. It was noted in the previous global survey 

https://undocs.org/en/S/RES/1373(2001)
https://undocs.org/en/S/RES/1373(2001)
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any transactions for 96 hours would bridge this requirement (this has not been tested). 

Only one State lacks a domestic asset-freezing power, remaining reliant on the 

European Union regime. Despite the overall improvement in legislative 

implementation, however, these powers are not yet being used, and European Union 

States of this subregion continue to rely fully on the European Union or the Security 

Council to identify the targets of asset freezes. No State has identified targets for 

designation under their domestic powers. Only one has identified assets belonging to 

persons identified on the United Nations or European Union lists and has frozen 

€12 million belonging to 109 legal persons and 1 natural person. 

460. Of the non-European Union States of this subregion, half can freeze funds 

without delay. In one State, although the initial action can be taken within one hour, 

there are a series of additional steps to be taken before funds are frozen, with the 

result that in practice the freezing of assets takes a number of weeks. In another, there 

are delays with respect to natural and legal persons which are not reporting entities. 

Only one State has frozen assets pursuant to Security Council resolution 1373 (2001); 

the other three have not yet reported taking any such measures.  

461. All States have established functioning financial intelligence units. They are 

also all adequately resourced and independent, and the Committee has found that, in 

all States of this subregion, the units are also generally effective. Positive indicators 

include the use of advanced software and data-mining tools; extensive powers to 

query suspicious transaction reports and obtain additional information, including 

access to law enforcement databases; the provision of analytical reports to other State 

https://undocs.org/en/S/RES/1373(2001)
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States of this subregion have assessed the terrorism-financing risk to their non-profit 

sectors. In addition to identifying vulnerabilities of the non-profit sector and 

proposing mitigation measures, both those States had also assessed the applicable 

regulatory framework. One State had conducted some assessments of certain 

categories of NPOs, but had not identified the subset which fell within the Financial 

Action Task Force definition nor had it identif ied the nature of potential terrorist 

threats posed to the NPOs in question. 

 

  )LUHDUPV 
 

464. In European Union States of this subregion, firearms regulations are developed 

and implemented at the regional level. The acquisition and possession of weapons 

and related matters, including the marking of weapons, are regulated by Directive 

91/477/EEC and Directive 2008/51/EC. In addition, Regulation (EU) No. 258/2012 

establishes export authorization, import and transit measures for firearms, their parts 

and components and ammunition, and requires European Union States to impose 

sanctions for violations. Since the previous global survey, the European Union has 

also adopted Regulation (EU) 2018/337, which establishes common guidelines on 

deactivation standards and techniques to ensure that deactivated firearms are rendered 

irreversibly inoperable. 

465. All European Union States of this subregion have implemented these obligations 

into national law, and criminalized the illicit manufacturing, trafficking or alteratio n 

of firearms. In four States, however, although they report that they have criminalized 

the illicit obliteration of firearms markings, these offences are not explicit, and greater 

legislative clarity is required. This weakness in implementation was also n oted in the 

previous global survey, indicating a lack of progress on this issue.  

466. Three of the four non-European Union States of this subregion criminalize the 

illicit manufacturing, trafficking and alteration of firearms or the illicit obliteration 

of their markings. The remaining State did not appear to criminalize the illicit 

obliteration of markings. 

 

 �� 2SSRUWXQLW\�DQG�ERUGHU�VHFXULW\ 
 

467. It was noted in the previous global survey that only some States of this subregion 

had connected their immigration screening process at the front line to the INTERPOL 

I-24/7 system, its Stolen and Lost Travel Document Database and Red Notices of 

suspected criminals and wanted persons, as well as the ISIL (Da’esh) and Al-Qaida 

Sanctions List of the Security Council. Good progress has been made in this area, 

implemented through the European Union mechanisms. Most European Union States 

of this subregion use the Schengen Information System, which has been gradually 

strengthened and upgraded since 2016, and now provides INTERPOL data to its users. 

In two other States, border officials have some access to INTERPOL tools, but further 

information is required on the nature of the connectivity at all border control posts. 

In this respect, Poland models good practice, with a range of INTERPOL and 

Schengen tools integrated into its own front-line screening software. This enables 

automatic border checks against national, Schengen and INTERPOL databases with 

a single search for all persons passing through border control pos ts. 

468. With respect to API/PNR systems, it was noted in the previous global survey 

that only a very few States used an API and/or PNR system to effectively screen 

travellers and detect terrorist suspects at ports of entry by air into the State. It also 

noted that only a few States appeared to record and store in an automated system the 

entry and exit of persons crossing air, land and sea borders. Progress in this area has 

been much more significant. 
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include States from both regional organizations (e.g. the Baltic Sea Region Border 

Control Cooperation, which provides for an information-
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481. It was noted in the previous global survey that all States of this subregion had 

https://undocs.org/en/S/RES/1566(2004)
https://undocs.org/en/S/RES/1373(2001)
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 (g) Revising special investigative powers to ensure that they are not applied 

in a discriminatory manner and ensuring that safeguards are in place to guard against 

racial, ethnic or other discriminatory profiling;  

 (h) Including explicit prohibitions on the use of statements as evidence if there 

is a risk that may have been obtained by torture, including those provided by another 

jurisdiction, and introducing into legislation a prohibition on extradition if there are 

substantial grounds for believing that the accused would be in danger of being subjec t 

to torture. 
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498. Many States of this subregion are major financial or trading centres. Financial 

services and cross-border business to all parts of the globe make up a significant 

proportion of their economies. All States of this subregion, even those that are at low 

risk of suffering an attack, face risks that their financial or trading systems and 

relatively open economies could be exploited by terrorists to move money or 

weapons. Some of the smaller States of Europe have comparatively small 

Governments when measured against the disproportionate size of their financial 

sectors, and their capacity to independently identify and freeze assets that may be 

linked to terrorist activity, outside sanctions imposed by the European Union or 

United Nations, has not been consistently demonstrated. This risk is partly mitigated 

by effective coordination and oversight of financial regulations and border 

management at the level of the European Union, resulting in harmonized rules and 

practice across the region (including, in some cases, non-European Union member 

States). 
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  Comprehensive and integrated counter-terrorism strategies 
 

499. It was noted in the previous global survey that, with only a few exceptions, 

European Union States had not adopted comprehensive counter-terrorism strategies, 

preferring to rely instead on the European Union Counter-Terrorism Strategy and its 

first pillar on “prevention”, the European Union Strategy for Combating 

Radicalisation and Recruitment to Terrorism. The survey contained a 

recommendation that those States incorporate the European Union Counter-Terrorism 

Strategy into national law and adopt national documents adapted to their national 

contexts. Significant progress has been made in this respect, and by 2021 more than 

half had adopted comprehensive counter-terrorism strategies, including Cyprus, 

Luxembourg, the Netherlands and Sweden. Many of those strategies follow the model 

of the European Union Counter-Terrorism Strategy, which is built on four pillars: 

prevention, protection, pursuit and response. Six of those States have revised their 

strategies at least once. Six States have established or designated coordinating bodies 

to oversee the implementation of their strategies, while civil society was actively 

engaged in the revision of strategies in only two cases.  

500. For those States that do not have a formal counter-terrorism strategy in place, 

one is in the process of developing such a strategy, one relies on the European Union 

model without incorporation at the domestic level, one includes terrorism in its 

national policing strategy and three others have developed individual strategies for 

countering the financing of terrorism or violent extremism, or for protecting critical 

infrastructure against terrorist attacks, but have not yet developed a single integrated 

counter-terrorism strategy that brings together all relevant components.  

501. Three other European States of this subregion have a comprehensive and 

integrated counter-

https://undocs.org/en/S/RES/1373(2001)
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continues to represent a weakness for European States and reflects the comparatively 

fragmented and weak oversight of NPOs in general. Of the 24 States of this group, 11 

have conducted a full assessment of the terrorism-financing risk to their non-profit 

sector and 4 of those have done so only as part of the larger national risk assessment 

of the financial sector as a whole, with varying degrees of thoroughness. One State is 

in the process of conducting its first assessment and one is in the process of 

conducting an updated assessment. Of those States that have not yet conducted the 

necessary assessment, some have carried out related activities (e.g. a review of the 

legal framework pertaining to the non-profit sector or partial reviews of the terrorism-

financing risk to this sector). With respect to the results  of those assessments, one 

State identified NPOs active in conflict zones as among those at higher risk of abuse 

for terrorism-financing purposes, while another highlighted the lack of transparency 

in the management of NPOs.  
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514. European Union States of this subregion are bound by the relevant European 

Union Regulations (see the section on Eastern Europe, above). Of the 16 European 

Union States of this subregion, 11 have legislation in place to criminalize the illicit 

manufacturing, trafficking and alteration of firearms, as well as the illicit obliteration 

of their markings. For the remaining States the shortfalls or queries relate primarily 
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noted in this area relate to digital evidence, including the absence of legi slation to 

regulate its use; the sheer volume of material that has to be analysed; and obstacles 

to obtaining such evidence when it is held by servers controlled by communication 

service providers based outside Europe. One State highlighted persistent chal lenges 

relating to digital evidence, including its extraction, treatment and analysis, and 

emphasized the need to strengthen international cooperation in this regard. For those 

States that were not found to have sufficient capacity, the main reasons included the 

small size of the prosecutors’ offices in question and the lack of experience needed to 

build up expertise. This was particularly true for the many small States of this group.  

531. All States of this group have made available multiple special investigative 

techniques for investigating terrorism cases, which are regulated by codes of criminal 

procedure, police acts or similar legislation, and require approval at the judicial or 

prosecutor-general level. Most have expanded the list of special investigative 

techniques available in recent years to reflect developments in the nature of terrorist 

investigations, in particular the use of digital evidence. Techniques that are commonly 

available include the use of audiovisual recording equipment; video survei llance; 

wiretapping; the use of informants; the capture and decoding of encrypted messages; 

and undercover interaction with suspects online.  

532. The type of authorization required to initiate and extend the use of such special 

investigative techniques varies by State and by the type of technique to be employed. 

Typically, the more intrusive the measure, the higher the level of authorization 

required (including advance judicial authorization in some cases, with defined periods 

after which further authorization must be sought to continue using the measure). In 

four States, more expansive investigative powers are available and/or lower levels of 

authorization are required in terrorism cases. In three of those States, the legislation 

in question stipulates the need for proportionality assessments to guide the use of 

special investigative techniques. The Committee has identified this as a good practice. 

With respect to two States, however, United Nations human rights mechanisms have 

expressed concern that the surveillance powers provided are excessively broad, are 

based on insufficiently defined objectives and/or lack adequate oversight.  

533. In the previous global survey, it was noted that almost one third of States of this 

subregion did not have in place independent oversight mechanisms for law 

enforcement agencies, apart from judicial oversight, and it was also noted that 

different forms of oversight took place in different jurisdictions. As of 2021, even 

though all the States of this group have in place some form of oversight of the counter-

terrorism measures taken by law enforcement, and some have established multiple 

bodies to consider counter-terrorism measures, only in 10 States can those 

mechanisms be considered to be fully effective (i.e. legally and functionally 

independent and with the capacity to either prosecute law enforcement misconduct or 

to investigate and refer misconduct to an independent prosecutor). Where the 

oversight mechanisms did not meet the requisite standards, the identified shortfalls 

included the insufficient allocation of financial or human resources to the oversight 

bodies; the lack of independence of such bodies; disparity between the number of 

complaints of ill-treatment and the number of judicial inquiries; or a general lack of 

evidence that the measures put in place were effective. By contrast, the Committee 

noted that Finland had put in place a system whereby the entity that was tasked with 

overseeing intelligence agencies had real-time access to measures that were under 

way and could order cessation where they did not comply with the applicable 

legislation.  
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534. In over half of the States of this group, it was found that the definition of terrorist 

acts is not sufficiently clear and precise and risks being applied to acts beyond those 
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revising the strategy was unclear. One State has developed cross-governmental 

responses to terrorism that incorporate both law enforcement and preventive 

components, but has not yet adopted a comprehensive or integrated counter-terrorism 

strategy. 

 

Risk assessment 
 

543. Law enforcement agencies in all six of these States conduct threat and risk 
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554. Five of the six States of this group record and store, through an automated system, 

the entry and exit of persons crossing their borders. Five of the six States have developed 

a biometric entry/exit system, with two States conducting 100 per cent screening of 

passengers and one developing the capacity to establish a biometric watch list and  real-

time verification at the border. 

555. All States of this group have measures in place to cooperate with other States in 

the area of border management through cooperation agreements with regional bodies 

and bilateral agreements with neighbouring States in customs matters. The Committee 

commended the establishment of a trilateral police and customs cooperation centre 

among Bulgaria, Greece and Türkiye to facilitate the exchange of information on 
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Union; ensuring asset-freezing orders cover assets indirectly owned or controlled by a 

designated person or entity; revising procedures to allow challenges to asset freezing 

decisions; and ensuring that asset are frozen without delay; 

 (d) Reviewing the powers of customs officials to ensure they can restrain 

currency or 
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their State of residence or nationality for the purpose of the perpetration, planning, 

preparation of, or participation in terrorist acts, or the providing or receivin g of 

terrorist training as well as persons who facilitate such travel.  

630. The Committee’s assessments show that most assessed States do not criminalize 

the facilitation (including organizing, transporting and equipping) of travel by foreign 

terrorist fighters. Many States rely instead on (sometimes broad) definitions of 

membership in a terrorist organization or material support for such organizations to 

address this requirement. Some States also demonstrate comparatively low levels of 

compliance related to criminalizing and ensuring accountability for providing and 

receiving terrorist training. 
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fighter phenomenon. For example, Council resolution 2178 (2014) requires that 

Member States, consistent with their obligations under international law, cooperate 

in efforts to address the threat posed by foreign terrorist fighters, including by 

preventing the radicalization to terrorism and recruitment of foreign terrorist fighters, 

including children, preventing foreign terrorist fighters from crossing their borders, 

disrupting and preventing financial support to foreign terrorist fighters, and 

developing and implementing prosecution, rehabilitation and reintegration strategies 

for returning foreign terrorist fighters.68  

657. In its resolution 2396 (2017), the Security Council called on Member States to 

assess and investigate individuals whom they have reasonable grounds to believe are 

terrorists, including by employing evidence-based risk assessments, screening 

procedures, and the collection and analysis of travel data, in accordance with 

international law, including international humanitarian law, as applicable. In its 

resolutions 2170 (2014), 2322 (2017) and 2396 (2017) the Council reaffirmed the 

obligation to bring to justice those who have committed, or are otherwise responsible 

for, violations of international humanitarian law. In its resolution 2396 (2017), the 

Council further urged States to develop and implement, in accordance with domestic 

and applicable international human rights law and international humanitarian law, 

appropriate investigative and prosecutorial strategies regarding foreign terrorist 

fighters. Additionally, in its resolutions 2462 (2019) and 2482 (2019), the Council 

addressed the challenges faced by impartial humanitarian actors when operating in an 
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humanitarian relief personnel and civilian objects70 and relating to parties to the 

armed conflict allowing and facilitating the passage of humanitarian relief to 

civilians, provided such action is impartial, and conducted without adverse 

distinction.71 Humanitarian relief activities are subject to consent and control by the 

Parties to the armed conflict, but consent should not be arbitrarily withheld and the 

activities of relief personnel and their movements should not be unduly restricted. In 

contexts of armed conflict involving terrorist groups, inappropriately applied or 

scoped counter-terrorism measures can have a negative impact on the ability of 

humanitarian actors to operate and, by extension, on persons in need of humanitarian 

assistance. Such measures have, inter alia, restricted humanitarian access to 

populations in areas controlled by non-State armed groups designated as terrorist 

organizations. Humanitarian organizations such as the International Committee of the 

Red Cross have also warned of a chilling effect, “which disincentivizes or prevents 

frontline responders from reaching populations in need”.72 

660. The Security Council, in its resolutions 2462 (2019) and 2482 (2019), urged all 

Member States, when designing and applying measures to counter terrorism, to take 

into account the potential effect of these measures73 on exclusively humanitarian 

activities, including medical activities, that are carried out by impartial humanitarian 

actors in a manner consistent with international humanitarian law and humanitarian 

principles. The joint report of the Executive Directorate and the Analytical Support 

and Sanctions Monitoring Team on actions taken by Member States to disrupt terrorist 

financing (S/2020/493), prepared pursuant to paragraph 37 of Security Council 

resolution 2462 (2019), notes that 45 per cent of States that responded to a dedicated 

questionnaire lacked an institutional framework to consider the effects of 

inappropriately applied or scoped counter-financing of terrorism measures on 

humanitarian activities. Thirty-five per cent of States had adopted measures in this 

area, but many of the measures reported were of a general nature. Only a handful of 

States had established permanent national forums to bring together relevant 

government agencies with representatives of the non-profit sector to discuss issues 

relating to humanitarian activities in high-risk jurisdictions. At least three responding 

__________________ 

 70  Under international humanitarian law, personnel exclusively assigned to medical duties shall be 

respected and protected. See, for example, Geneva Convention Relative to the Protection of 

Civilian Persons in Time of War (Fourth Geneva Convention), article 20; Protocol Additional to 

the Geneva Conventions of 12 August 1949, and relating to the Protection of Victims of 

International Armed Conflicts (Additional Protocol I), article 15; Protocol Additional to the 

Geneva Conventions of 12 August 1949, and relating to the Protection of Victims of 

Non-International Armed Conflicts (Additional Protocol II), article 9. The protection also 

extends to medical units and transports. See, for example, Fourth Geneva Convention, article 18; 

Additional Protocol I, article 12; and Additional Protocol II, article 11. Such personnel and 

objects will lose their protection if they are used to commit, “outside their humanitarian function, 

acts harmful to the enemy”. See Additional Protocol I, article 13; and Additional Protocol II, 

article 11 (2). 

  Humanitarian relief personnel and objects used for humanitarian relief operations enjoy the 

protection accorded to civilians and civilian objects under international humanitarian law. Such 

persons or objects lose protection when they engage in direct participation in hostilities or a re 

used to make an effective contribution to military action.  

 71  See Fourth Geneva Convention, articles 23 and 55; Additional Protocol I, article 70 (2); 

Additional Protocol II, article 18 (2).  

 72  International Committee of the Red Cross, statement to Security Council debate on the theme 

“Threats to international peace and security caused by terrorist acts: international cooperation in 

combating terrorism 20 years after the adoption of resolution 1373 (2001)”, 12 January 2021, 

available at https://www.icrc.org/en/document/counter-terrorism-measures-must-not-restrict-

impartial-humanitarian-organizations.  

 73  In its resolution 2482 (2019), the Security Council referred to counter-terrorism measures in 

general (para. 16) and in its resolution 2462 (2019), the Council addresses measures aimed at 

countering the financing of terrorism (para. 24).  
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risk assessment, many have considered the related risk as part of their national risk 

assessment process or broader money-laundering risk assessment.78 The main threats 

identified by States are consistent with those emanating from United Nations -

designated transnational terrorist groups such as ISIL and Al-Qaida and associated 

entities. Several States have also identified terrorism-financing threats posed by local 

groups designated pursuant to their national sanctions regimes. Some have explicitly 

identified threats relating to groups motivated by racism, xenophobia and related 

intolerance.79  

665. Around the globe, terrorists and terrorist groups continue to raise funds through, 

inter alia, abuse of legitimate enterprises and non-profit organizations, exploitation 

of natural resources, donations, crowdfunding and the proceeds of criminal activity, 

including kidnapping for ransom, extortion, illicit trade and trafficking in cultural 

property, trafficking in persons, drug trafficking and the illicit trade in small arms and 

light weapons.80 These funds are moved by “traditional” means such as formal 

banking systems, financial institutions, money service businesses or informal 

financial networks and cash couriers, as well as through the use of emerging payment 

methods, such as prepaid cards, mobile wallets or virtual assets.81  

666. Terrorist groups continue to misuse social media and encrypted messaging 

platforms to raise and move the funds required to finance their activities. Key 

challenges in the detection, investigation and prosecution of terrorism financing 

through the abuse of social media services include the significant number of social 

media services and user accounts; the overall amount of social media usage; tracing 

and identifying persons; analysis of digital forensic ev idence; and the transnational 

nature of procedures for obtaining evidence.82  

667. As noted by the Monitoring Team, ISIL cells in Iraq and the Syrian Arab 

Republic continue to raise funds through extortion, harassment and kidnapping for 

ransom. 83 They also receive funds via informal financial networks from abroad. 

Funds have also been reported to flow in and out of camps for internally displaced 

persons via unregistered money service businesses as a means of support for ISIL and 

fighters’ family members. These funds also support the smuggling of people out of 

camps. 

668. Groups and individuals involved in terrorism on the basis of xenophobia, racism 

and other forms of intolerance have been reported to self-fund and to use various 

fundraising methods, including direct donations, political grants, membership fees, 

crowdfunding, cryptocurrencies, commercial activities such as mail -order and web-

based sales (including of music, literature and merchandise), revenues from concerts, 

festivals and martial arts events, real estate transactions, online gaming and illegal 

activities (e.g. drug dealing).  

669. The use of cryptocurrencies and technologies that are largely untraceable 

continues to increase.84 On the basis of more than 100 case studies for the period from 

2017 to 2020, the Financial Action Task Force has noted that virtual assets were used 
__________________ 

 78  S/2020/493

 

78

https://undocs.org/en/S/2020/493
https://undocs.org/en/S/2020/493
https://undocs.org/en/S/RES/2462(2019)
https://undocs.org/en/S/RES/2482(2019)
https://undocs.org/en/S/2020/493
https://undocs.org/en/S/RES/2462(2019)
https://undocs.org/en/S/2020/493
https://undocs.org/en/S/2021/68
https://undocs.org/en/S/2020/493
https://undocs.org/en/S/2021/68


S/2021/972 
 

 

22-12082 190/207 

 

to evade sanctions and raise funds to support terrorism. 85 There are ongoing reports 

of increased use of cryptocurrency by ISIL and Al-Qaida and terrorist fighters or their 

family members seeking to raise funds via cryptocurrency wallet addresses. 86  

670. Terrorist organizations have also turned to various criminal activities as a source 

of funding. It appears that small terrorist cells are more likely to use nominal sums 

from self-financing or from NPOs seeking to move foreign terrorist fighters to 

conflict zones. Drug trafficking and smuggling of persons or arms are among the 

crimes used to raise funds for larger terrorist groups. Different disruption strategies 

are therefore needed. The economic consequences of the COVID-19 pandemic appear 

to have led terrorists to increase their reliance on criminal activities.  Increased 

reliance on drug smuggling, trafficking in minerals and precious stones, fraud through 

electronic means, the sale of counterfeit medicines, and cybercrime has been 

reported.87 Some experts warn that restrictions on international travel may lead to the 

emergence of new human trafficking and cash smuggling routes and increase the 

popularity of informal money transfer services.88  
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number of convictions secured for terrorism financing (even in cases in which the risk 

is high) indicates the need to strengthen systematic financial investigations conducted 

in parallel with terrorism cases.90 Many States continue to face practical difficulties 

in ensuring the admissibility of financial intelligence in criminal proceedings and 

often elect to use other offences to prosecute and convict terrorist financiers. Pursuant 

to resolution 2462 (2019), which highlights the value of financial intelligence and 

financial investigations in counter-terrorism, Member States should further reinforce 

the analytical capacity of their financial intelligence units, strengthen frameworks that 

allow for inter-agency cooperation in order to more effectively investigate the 

financing of terrorism and intensify the timely exchange of financial intelligence, 

domestically and internationally, in terrorism-related cases. 

674. There is also a global need to enhance specialized expertise of personnel in 

handling increasingly complex cases involving advanced investigation techniques 

and international cooperation mechanisms, in order to keep pace with the rapid 

evolution in financial tools and terrorism-financing methods.91 Increased 

sophistication of investigative techniques, resources and tools to detect terrorism 

financing has also become a challenge from the human rights perspective, including 

with respect to the lack of adequate safeguards for privacy and data protection.  

675. Many States have made significant progress in their implementation of the asset-

freezing requirements set forth in Security Council resolution 1373 (2001). It appears, 

however, that a large majority of States have never used their national mechanisms to 

make national designations and freeze assets accordingly.92 Only a few States have 

submitted or received third-party requests for designations, and others continue to 

require processing through mutual legal assistance channels, which is not consistent 

with resolution 1373 (2001). Member States continue to appear confused about the 

freezing requirements in resolution 1373 (2001) compared to those introduced under 

Council sanctions regimes. Moreover, some States continue to rely on criminal 

proceedings as a provisional measure or on administrative actions and thus fail to 

freeze funds “without delay” as required by the Council in its resolution 1373 (2001). 

676. Member States are called upon to implement a risk-based approach in 

preventing misuse of the non-profit sector for terrorism-financing purposes, as not all 

NPOs are inherently subject to terrorism-financing risks. For many States, this 

process has only just begun. Although most States have adopted a number of legal 

and regulatory measures to comply with international requirements, only a third of 

States have taken dedicated practical measures and engaged in ongoing  dialogue with 

the non-profit sector on this issue.93 In many States, the understanding of the extent 

of the abuse of NPOs for terrorism-financing purposes remains very limited. 

677. In many parts of the world, coordination mechanisms between national 

authorities, the private sector and civil society on matters related to countering the 

financing of terrorism are absent or insufficient. In cases in which public/private 

partnerships or consultation mechanisms with civil so@t

https://undocs.org/en/S/RES/2462(2019)
https://undocs.org/en/S/RES/1373(2001)
https://undocs.org/en/S/RES/1373(2001)
https://undocs.org/en/S/RES/1373(2001)
https://undocs.org/en/S/RES/1373(2001)
https://undocs.org/en/S/2020/493
https://undocs.org/en/S/2020/493
https://undocs.org/en/S/2020/493
https://undocs.org/en/S/2020/493
https://undocs.org/en/S/2020/493
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including by extending access to the INTERPOL I-24/7 system beyond their national 

central bureaux.  

681.

https://undocs.org/en/S/RES/1373(2001)
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to “soft” targets.98 This includes identifying, prioritizing and protecting such targets, 

acting in coordination with industry and drawing upon its knowledge and expertise. 

Preparedness efforts should also include the development of mechanisms to promote 

risk-based decision-making, information-sharing and the development of 

public/private partnerships to counter terrorist attacks, specifically terrorist attacks 

against public spaces. The Security Council has also encouraged States to share 

information, establish partnerships and develop national strategies and capabilities to 

counter the use of improvised explosive devices, which are often the weapons of 

choice for terrorists in their attacks against “soft” targets.  

686. In order to effectively implement resolution 1373 (2001), Member States are 

also required to prevent the supply of weapons to terrorists. However, because of the 

constantly evolving nature of the operational terrorist environment, denying terrorists 

access to weapons is a complex and multifaceted challenge. Illicit trafficking in 

weapons is often associated with, and facilitated by, other forms of organized crime, 

including terrorism. Weapons may fall into the hands of terrorists because of poorly 

secured stockpiles and weak border controls. The activities of foreign terrorist 

fighters further increase the probability that weapons and ammunition will cross 

borders. In its resolution 2370 (2017), the Council recognizes the need for Member 

States to take appropriate measures, consistent with international law, to address the 

illicit trafficking in small arms and light weapons, in particular to terrorists, including 

by enhancing national systems for the collection and analysis of detailed data on the 

illicit trafficking of such weapons to terrorists and by putting in place adequate laws, 

regulations and administrative procedures to exercise effective control over the 

production, export, import, brokering, transit or retransfer of small arms and light 

weapons within their areas of jurisdiction.  

687. States have established law enforcement capacities to prevent the supply of 

weapons to terrorists, including by criminalizing the illicit manufacturing, trafficking 

or alteration of firearms and by strengthening criminal procedures and investigative 

capacities.99 In its resolution 1373 (2001), the Security Council requires all Member 

States to refrain from providing any form of support, active or passive, to entities or 

persons involved in terrorist acts, including by eliminating the supply of weapons to 

terrorists. Few States currently have adequate laws in place to achieve this.  

688. Terrorists deploy improvised explosive devices because they are cheap to 

produce and easy to transfer, hide and use. Many States face challenges in detecting 

and seizing such devices, owing to porous borders that enable terrorists and criminals 

to move illicit weapons from one State or region to another without difficulty. Most 

States visited by the Committee continue to experience challenges in implementing 

secure stockpiling, registration of activated and deactivated weapons, arms tracing, 

tracking procedures, ballistic technology for the tracing of weapons (including lost 

https://undocs.org/en/S/RES/1373(2001)
https://undocs.org/en/S/RES/2370(2017)
https://undocs.org/en/S/RES/1373(2001)
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strive to eliminate the supply of weapons to terrorist organizations by supporting 

international protocols, including those developed to help address the nexus betwe en 

terrorism and transnational organized crime.100 Currently, 119 States are parties to the 

2001 Firearms Protocol. This represents an increase of 18 States since the previous 

global survey. A number of States also engage with the 2001 Programme of Action t o 

https://undocs.org/en/S/RES/1373(2001)
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well-resourced staff to assist in the development of watch list databases. In some 

cases, the sharing of information about known and suspected terrorists is hampered 

by internal legal and policy obstacles and the lack of an appropriate screening 

infrastructure to allow the effective use of watch lists in conjunction with other border 

security tools (e.g. PNR). Furthermore, applying international standards and best 

https://undocs.org/en/S/RES/2178(2014)
https://undocs.org/en/S/RES/2322(2016)
https://undocs.org/en/S/RES/2396(2017)
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camera to a homemade, armed unmanned aircraft system in the Syrian Arab Republic 

or terrorists in the Democratic Republic of the Congo uploading 4K videos pledging 

allegiance to Abu Bakr al-Baghdadi, cyberspace and emerging technologies are 

facilitating terrorist activities on an unprecedented scale.  

702. Artificial intelligence and machine-learning capabilities are growing at an 

unprecedented rate. Malicious use of artificial intelligence could threaten not  only 

physical and political security, but also digital security. Progress in artificial 

intelligence continues to facilitate new types of attack, ensuring that certain tasks can 

be completed more successfully than by a human and taking advantage of 

vulnerabilities that humans have, but artificial intelligence systems do not. For 

example, no team of humans could realistically choose the flight path of each and 

every unmanned aircraft system in a swarm being used to carry out a physical attack.  

703. Terrorist groups motivated by racism, xenophobia and related intolerance are 

taking advantage of technological advances to adapt their operational methods, 

whether by consolidating traditional techniques for disseminating propaganda, 

sourcing weapons and other support, or developing new techniques. The 2019 report 

of the Secretary-General on small arms and light weapons also highlighted the 

increased use of the Internet for trade in firearms between unauthorized users, 

including terrorist groups and transnational organized crime groups. The lockdowns 

imposed by States in response to the COVID-19 pandemic have also led to a dramatic 

increase in use of the Internet, enabling terrorist groups espousing various terrorist 

narratives to spread propaganda, fuel hatred towards common enemies and radicalize 

to violence new individuals, especially young people who are most vulnerable, 

including through gaming. 
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704. The use of technologies to counter terrorism is a topic of growing concern to 

counter-terrorism practitioners, policymakers and researchers in the context of the 

increasing role played by technology in terrorism and counter-terrorism. This is 

addressed by the Security Council, in particular in its resolutions 2129 (2013), 2178 

(2014) and 2395 (2017), predominantly in the context of combatting terrorist misuse 

of ICT.102 
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705. Over the past few years, several programmes and tools with AI and algorithmic 

amplification for preventing and countering violent extremism have been developed. 

For example, the Redirect initiative developed by Jigsaw (a subsidiary of Google) 

and Moonshot CVE, an NPO, consists of an algorithmic system capable of 

recognizing the profiles of individuals who are potential targets of terrorist groups ’ 

hate narratives and radicalization efforts. The algorithm has been tested on terrorist 

discourse to teach it the words and phrases used. Once programmed, the algorithm is 

used to identify the Internet users considered at risk in order to redirect them to  

positive alternative content. 

706. Another positive use of artificial intelligence relates to the identification of 

illegal content, content prohibited by social media platforms’ own terms of service 

https://undocs.org/en/S/RES/2129(2013)
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made through algorithms. Because of the sheer volume of content produced by users, 

the cost of providing human moderation and ongoing improvements in automated  

technologies and their responsible use, we should expect an increase in the use of 

artificial intelligence and hashing in the future. However, it also raises certain human 

rights and ethical concerns, such as the possibility of overmoderation and removal of 

content that could have a chilling effect on freedom of speech, freedom of association 

and religion and other civil and political rights.  

707. Another form of intelligent technology is the use of algorithms in facial 

recognition. Such algorithms have been tested experimentally by law enforcement 

https://gifct.org/
https://www.christchurchcall.com/about/christchurch-call-text/


S/2021/972 
 

 

22-12082 200/207 

 

 �F� 'LJLWDO�HYLGHQFH 
 

711. Access to e-
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terrorist acts in vague or overbroad terms that could lead to abuse. Paragraph 2 (e) of 

resolution 1373 (2001) 
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731. Ensuring availability of the relevant data is essential in designing tailored and 

gender-responsive counter-terrorism and countering violent extremism measures. 
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737. Women are making a critical contribution to countering violent extremism 

conducive to terrorism in all regions of the world. They are often at the forefront of 

civil society efforts to build more resilient communities, sometimes at great risk to 

their own security. Security Council resolution 2242 (2015) urges Member States and 

the United Nations system to ensure the participation and leadership of women and 

women’s organizations in developing strategies to counter terrorism and violent 

extremism which can be conducive to terrorism, including by countering incitement 

to commit terrorist acts and other appropriate interventions and by building  women’s 

capacity to do so effectively. Both the United Nations Global Counter-Terrorism 

Strategy (General Assembly resolution 60/288) and the Plan of Action to Prevent 

Violent Extremism of the Secretary-General (A/70/674) emphasize the importance of 

including women in efforts to counter and prevent terrorism and violent extremism.  

738. However, the development of a gender-responsive strategy for countering 

violent extremism remains challenging for many States. The partic ipation of women 

in efforts for countering violent extremism is seen as an essential component of efforts 

to address radicalization at the community level and as a way to empower women, 

but many initiatives have failed to bring out women’s full potential a s agents of 

change within society. Gendered assumptions underlie many programmes for 
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fully understand and effectively address the links between human trafficking and 

terrorism.120  
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742. Gender influences the discourse and operating methods of groups motivated by 

racism, xenophobia and related intolerance. Misogyny and violence were being used 


