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only for the wealthiest thanks to the over-application of intellectual property
rights. Furthermore, there needs to be investment in providing accessible
content for people with disabilities. This will be aided by an expansive
implementation of the Marrakesh Treaty.

10) Always ensure that there are fallback options for the unconnected: with the
above all being said, we must respect the right of people not to be online if they
wish, as well as those who are not capable of digital only. This should not lead
to exclusion from society however - ‘Digital only’ can be a risky way forwards.

11) Legislate to protect net neutrality: this remains a key determinant of the value
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3)

4)

should be developed both to guide this, and to provide transparency to others,
including potential partners.

Advocate for connectivity: given their focus on access to information, libraries
should join in national efforts, both governmental and non-governmental to act
in favour of connectivity. This can also be an opportunity to set out how public
access through libraries is a vital part of any universal connectivity strategy.
Libraries and their associations/agencies can strengthen advocacy by gathering
and publishing data about connectivity in libraries and use (without violating
privacy).

Draw on their own understanding of local information needs in order to deliver
the most effective support: libraries should be responsive in the support they
offer to members of the community, and as far as possible tailor their offer to
these, rather than trying to offer one-size-fits-
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proportionality. Blanket restrictions should be rejected by default, while the
fragmentary effects of policies such as those on data protection should be
explored carefully.

What Actions Should Governments Take?

1) Write into agreements that the internet is indivisible and borderless: a key part
of the value of the internet is the possibility it creates to share with people
around the world. Restrictions at borders serve to undermine this, and need to
be well justified or otherwise condemned.

2) Adopt and uphold the Manila Principles on intermediary liability: the ability of
intermediaries to bring people together remains vital for the work of libraries
and the potential of the internet to fulfil its potential. Regulation of them should
stick to the principle of necessity and proportionality, and not serve to oblige
them to create borders between users in different countries (or at least
registered there)

3) Develop mechanisms for learning and discussion globally: these proposals
imply a strong degree of policy coordination between countries. Achieving this
will require structures that facilitate this work between authorities, in order to
build understanding and look for the least disruptive responses to concerns
raised in terms of cross-border information flows.

4) Develop international instruments that make clear that copyright exceptions
should be enjoyed across borders: highly valuable cross-border activities such
as education and research can be made uncertain or impossible through the
over-application of copyright protections, leading to internet fragmentation.
This needs to be addressed through action at the World Intellectual Property
Organization.

What Actions Should Libraries Take?

1) Make the case for openness: in order to support cross-border access to
information, libraries should be active in building understanding of the
contribution this makes to the fulfilment of their missions, and advocate in this
sense. They can, in particular, highlight the impacts of not being able to work
across borders, in order to help policy makers understand the costs of inaction.

PROTECT DATA

What Principles Should Apply

1) Attacks on privacy have a significant chilling effect — this must be recognised:
taking away people’s privacy can have a major impact on the way they take
decisions. Particularly insidious can be the likelihood of self-censorship or
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actions intended to avo
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2)

3)

should be meaningfully punished. Policies should be flexible enough in order
to adapt to evolving technologies.

Support awareness raising and mobilisation in favour of the protection of data:
through education and wider communication, people should be conscious of
the sort of data that is collected about them, and how it may be used. This is an
essential part of wider digital literacy, and so should be integrated into efforts
in this area. Crucially, people should be given the knowledge and confidence to
be active in determining how their data is used.

Avoid solutions to problems of internet governance that jeopardise the right to
privacy: as indicated above, anonymity is an important factor in allowing
individuals and groups who may otherwise be subject to unjustified
discrimination to express themselves. As such, any efforts to strengthen
enforcement of the law, for example to catch criminals or tackle illegal hate
speech, should take place without breaking the right of everyone to engage
online anonymously

See also suggestions around the application of human rights online.

What Actions Should Libraries Take?

1)

2)

3)

Raise our game on data protection: given that this is an evolving space,
libraries should keep up to date about the way that their patrons’ data is being
used by third-party vendors. They should not sign contracts which have major
privacy implications without proper consideration and application of library
values.

Be a model as regards our own users’ data: while it is acceptable to use data-
based insights in order to support better service delivery, this should be done
in a way that is respectful of privacy, and transparent to users. In doing so,
libraries can offer a valuable lesson to others.

Discuss privacy in the community, and advocate for cybersecurity: arguably,
protection of personal data is one pillar of wider digital literacy. Libraries
should not only explain why data protection is important and promote good
digital hygiene in this respect, but also promote a more active approach to
data, helping citizens themselves to mobilise in favour of privacy.

APPLY
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2)

3)

4)

5)

rights themselves — and in particular those areas where rights need to be
balanced against each other — evolve with the times.

It is essential to listen to groups which are at risk of having their rights not
respected: it is a basic principle that we can best understand impacts of action
(or inaction) on people’s rights by talking to them. As such, groups at risk of
seeing their rights put into question need structures and opportunities to raise
their voices, and for these to be taken seriously.

Awareness of human rights is an essential step towards their achievement: we
need to invest in building people’s understanding of the rights they have, and
promoting a critical approach in their engagement with the internet and the
wider digital world. This is a precondition for promoting active digital
citizenship, as well as fuller respect for the rights of others.

Freedom of speech should not be abused in order to normalise hate: freedom
of expression is a key and fundamental right, but like all other human rights
must be applied in ways that recognises that other rights exist and deserve
protection. Therefore, while simply disagreeing with someone else in no way
represents a reason for trying to censor them, where speech does - or incites
others to - leave others less able to enjoy their own rights, there is reason to
act.

Violation of human rights should lead to corrective action: there need to be
clear penalties for actions that unjustifiably infringe the rights of others online.
Ensuring the rule of law on the internet is also important for overall confidence
in the internet as a space for economic, social, cultural and civic life.

See also answers above concerning the importance of the right of access to
information, the right not to be online, net neutrality, and privacy.

What Actions Should Governments Take?

1)
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3) Provide simpler mechanisms for people to uphold their rights online: it should
be possible for people to seek redress in situations where their rights have

10



Global Digital Compact: IFLA Submission

they can provide, and address any factors in their buildings and programming
that may serve to exclude people from enjoying this right.

See also answers above concerning protecting data, ensuring connectivity

ACCOUNTABILITY FOR DISCRIMINATION AND MISLEADING CONTENT

What Principles Should Apply

1)

2)

3)

4)

5)

6)

7)

8)

The principles of the Christchurch Call should be endorsed: the principles set
out in the Christchurch Call are valuable and relevant in their focus on
addressing extreme and violent content in a way that protects rights online.
Everyone has a right of access to inclusive and accurate information: it is
important to remember that a key function of the right of access to information
is to empower and enable people to fulfil their potential and realise other
rights. As such, it is worth underlining the importance of accuracy and
relevance in the information people receive, rather than just assuming that any
information is good information.

Act to resolve problems at the root as a priority: as set out above, it is not
through internet governance that we will resolve all of the problems of the
world. The best defence against discriminatory and misleading content is to
develop the skills, values and reflexes people need to defend themselves.
Governments must lead by example: as set out in Our Common Agenda, it
must be unacceptable for governments to mislead their own people. This is not
just a case of ethics, but also of policy effectiveness, given that if people do not
believe decision-makers, they are less likely to trust or follow them.

Voluntary codes of conduct can play an important role: as highlighted above, a
first key step is to encourage a proactive, transparent approach by companies
themselves. Published voluntary codes of conduct can help in this respect,
providing a reference point and allowing for accountability.

There needs to be a balance between free speech and action: closely linked to
the above, and to points made repeatedly above, there are rights here that are
in tension, and simply defending one at the expense of the other is not a good
idea. Furthermore, it is clear that accusations of discrimination or misleading
content can be used maliciously to silence dissent or disagreement, including
by government. The principles resulting from this process should in no way
justify such behaviour.

The interests of researchers, today and tomorrow, should be remembered: it is
important to acknowledge that a first step towards addressing the phenomena
of discrimination and misleading content is understanding them. For this,
researchers need to be able to access, copy and hold content that may indeed
not be appropriate for public consumption.

Combatting misinformation, in part, is a collective responsibility: we do need
to do what we can to build respect for accuracy in information, as well as help
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people to cope with inevitable uncertainty, rather than reaching to simple but
wrong solutions. For example, people do need to understand better why they
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and the availability of materials represents a further contribution. This work
does not need to be a solo effort — there are possibilities to work with partners,
as well as to design systemic efforts within the field.

2)
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Ai research, such as those created by copyright laws that hinder text and data
mining.

What Actions Should Libraries Take?

1) Apply Al technologies ethically in the context of library operations: libraries

2)

have a duty to their users to provide the best possible service, and Al tools can
certainly contribute to this. At the same, time, libraries need also to be models
of how to apply such methods in ways that respect ethics and contribute to
wider development, for example through understanding as far as possible how
they work, and what potential risks there might be.

Support education around Al: libraries in some countries have already started
to offer training around Al in order to help users become more aware of what it
means, and so better able to make conscious decisions. The same goes for
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licensing has major benefits both as a basis for building public goods, and in
maximising access, and so should be encouraged, including through research
and monitoring demonstrating the benefits of openness. Similarly, the costs of
being closed should also be made clearer.
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OTHER: COPYRIGHT

What Principles Should Apply

1) Ensure copyright frameworks fit for the digital age: a key challenge at the
moment is that much of what takes place on the internet does so in a climate of
uncertainty around copyright, making connectivity less valuable. The nature of
the internet fits badly with an approach to copyright policy built around the
assumption of a relatively small number of creators and publishers delivering
information, in a one-way fashion, and working within national markets. We
need a fundamental overhaul of copyright that recognises the rights and
interests of users and the public policy goals that can be achieved through
wider use of copyrighted content, without taking away from the need to ensure
that creators are rewarded for their work, and the value added by publishers
and others in the chain is paid for.

Governments should:

1) Act promptly in order to remote unnecessary impediments to the ability of
libraries to carry out their missions in an online world by updating copyright
laws

2) Work together to pass an international legal instrument that would both
ensure a minimum set of digital-ready provisions for research, education and
access to culture, and enable cross-border activities such as remote teaching,
research collaboration, and collaborative preservation networks.
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