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Protect data 
 

In an increasingly connected world, everyday actions generate data - whether given by 

digital actors, observab
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 States should mandate service providers and operators undertake child data 

protection impact assessments and effectively mitigate any identified risks to 

children.  

 States should prohibit practices that aim to manipulate children or influence their 

behaviour; that distort or impair children's ability to make autonomous and informed 

choices; that utilise children's data in ways that have been shown to be detrimental 

to their well-being; or that are designed to prioritise commercial interests over those 

of the child.12  
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15 STANDARDS FOR CHILDREN'S DATA PROTECTION BY MEANS OF AGE-

APPROPRIATE DESIGN 

1.    BEST INTERESTS OF THE CHILD 

The best interests of the child should be a primary consideration when designing 

and developing digital services likely to be accessed by children. If there is a 

conflict between various interests (of users or stakeholders, including commercial 

interests), the service provider must prioritise the best interests of the child. 

 2.    CHILD RIGHTS IMPACT ASSESSMENTS 

Providers should undertake a Child Rights Impact Assessment to assess and 

mitigate risks to the rights and freedoms of children who are likely to access their 

service(s). They must consider differing ages, capacities, accessibility and 

development needs, and the full range of risks to children's privacy, safety and 

security, covering content, contact, conduct and contract risks. 

 3. AGE-APPROPRIATE APPLICATION 

Providers must take a risk-based approach to recognise 
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8.    DATAMINIMISATION 

Only the minimum amount of personal data needed to provide the elements of a 
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As the joint position paper on behalf of the Child Rights Connect Taskforce points 

out: 16 

States parties must urgently review and update their national policy frameworks 

to ensure a holistic and comprehensive approach to implementing children's 

rights in the digital environment in line with the UNCRC. This should include the 

following: 

 Identifying and building institutional capacity to ensure a holistic and 

coordinated approach to implementing children's rights in the digital 

environment across policies, programmes, government departments, 

industry sectors and geographies ð taking into account children's views in all 

their diversity. 

 Mobilising, allocating and utilising public resources to implement legislation, 

policies and programmes needed to address the increasing impact of the 

digital environment on children's rights and to promote the equality of access 

to, and affordability of, services and connectivity. Specific measures will be 

required to close the gender-related digital divide for girls. Children with 

disabilities and the development of assistive technologies should also be a 

special focus of attention. 

 Undertaking a comprehensive review of national child protection policies and 

legislation to take full account of the digital environment and online-offline 

dynamics.  

 Ensuring access to justice for children's rights violations in the digital 

environment by providing for strong and effective monitoring, complaint, 

investigation, enforcement and redress mechanisms, ensuring systemic 

responses to support and respond to crimes, including enabling effective 

investigation, reviewing sanctions and sentencing framework. Complaint and 
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The business sector, including not-for-profit organisations, affects children's rights 

directly and indirectly in the provision of services and products relating to the 

digital environment. Businesses have the responsibility to respect children's 

rights, prevent and remedy abuse of their rights in relation to the digital 

environment, as set out in the UNCRC General comments No. 25 and No.  16. 
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 The IEEE 2089-2021 Standard for Age-Appropriate Digital Service Framework 

introduces practical steps that companies can follow to design age-appropriate digital 

products and services to design digital services with children in mind. It is informed 

by children's existing rights under the UNCRC. 

 The Digital Futures Commission toolkit Child Rights by Design sets out principle-based 

design considerations to help digital innovators embed children's rights into digital 

products and services, taking the lead from the UN Committee on the Rights of the 

Child's authoritative statement, General Comment No. 25. 
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About 5Rights Foundation 

5Rights develops new policies, creates innovative frameworks, develops technical 

standards, publishes research, challenges received narratives and ensures that 

children's rights and needs are recognised and prioritised in the digital world. While 

5Rights works exclusively on behalf of and with children and young people under 18, our 

solutions and strategies are relevant to many other communities. 

Our focus is on implementable change, and our work is cited and used widely around the 

world. We work with governments, inter-governmental institutions, professional 

associations, academics, businesses, and children so that digital products and services 

can impact positively on the lived experiences of young people. 
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