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Setting a Human Rights Compliant Legal Framework

for the Use of Spyware

A. The Use of Spyware Violates Human Rights

Spyware is intrusive covert technology for surveillance of the content of individuals’ digital
communications and other information, including metadata (e.g., location, duration, source and
contacts). It has proliferated internationally out of all control and poses substantial risks to the

effective exercise of human rights.t

Our knowledge of the problem is very limited due to the secrecy in the market. What we know
of exists mainly thanks to the digital-forensic work of non-governmental researchers, such as
Citizen Lab, and tenacious reporting by civil society organisations and the media, especially
investigative reporting.? The huge challenges involved are illustrated by the recent revelations

concerning the use by repressive regimes of Pegasus, a surveillance software programme


https://citizenlab.ca/
https://www.theguardian.com/news/series/pegasus-project
https://www.theguardian.com/news/series/pegasus-project
https://citizenlab.ca/2021/12/pegasus-vs-predator-dissidents-doubly-infected-iphone-reveals-cytrox-mercenary-spyware/
https://citizenlab.ca/2021/12/pegasus-vs-predator-dissidents-doubly-infected-iphone-reveals-cytrox-mercenary-spyware/
https://www.europarl.europa.eu/doceo/document/PEGA-PR-738492_EN.pdf
https://www.europarl.europa.eu/doceo/document/PEGA-PR-738492_EN.pdf

Poland, Hungary, Greece and Cyprus, have used Pegasus and other brands of surveillance
spyware against journalists, politicians, law enforcement officials, diplomats, lawyers,

business people, civil society actors and other actors in an illegal and abusive manner.®

1. Pegasus and Mobile Device Hacking: Severe Interferences with the Exercise of
Human Rights
Pegasus spyware is a surveillance product which offers the capability of hacking remotely
directly into mobile devices. The use of Pegasus leads to such serious interferences with the
right to privacy that it is hardly possible to be considered proportionate.s This is so for a series
of reasons:
= Contrary to classic wiretapping, spyware enables control over the mobile system
allowing access not only to incoming/outgoing conversations, but also to all messages,
log calls, files (e.g., images and documents) on a phone, allowing to build a full profile
of a victim.”
= This full-control access includes retroactive access to files and messages created in the
past, as well as metadata about past communications. @
= The victim is not aware of the use of spyware.
= Spyware leaves few traces on the victim's device, and, even if it is detected, it is nearly
impossible to prove who was responsible for the attack.
= Crucially, not only direct victims have their rights affected, but also potentially all their
contacts who are indirect victims also suffering possible violations of their human

rights.

Targeted and covert surveillance of individuals — often journalists, activists, opposition figures,
critics and others exercising their right to freedom of expression — has been shown to lead to
silencing dissent, sanctioning criticism or punishing independent reporting.® The sanctions may

not be applied to the targets but to their networks of contacts. The targeted communities know

5 Committee of Inquiry to investigate the use of Pegasus and equivalent surveillance spyware, 4 January 2023,


https://www.europarl.europa.eu/doceo/document/PEGA-RD-740554_EN.pdf



https://www.ifj.org/media-centre/news/detail/category/press-releases/article/greece-journalist-spied-on-by-new-surveillance-software-report.html
https://www.ifj.org/media-centre/news/detail/category/press-releases/article/greece-journalist-spied-on-by-new-surveillance-software-report.html
https://www.ifj.org/media-centre/news/detail/category/press-releases/article/greece-journalist-spied-on-by-new-surveillance-software-report.html
https://insidestory.gr/article/evidence-joint-nis-predator-surveillance-centre
https://insidestory.gr/article/evidence-joint-nis-predator-surveillance-centre




The problem is so urgent that many United Nations (UN) and other bodies have called an
immediate moratorium on the export, sale, transfer, use or servicing of privately
developed surveillance tools until a human rights-compliant safeguards regime is in place.
The UN High Commissioner for Human Rights, the UN Special Rapporteur on the promotion
and protection of the right to freedom of opinion and expression, the UN Special Rapporteur

on the promotion


https://www.ohchr.org/en/2021/07/use-spyware-surveil-journalists-and-human-rights-defendersstatement-un-high-commissioner
https://www.ohchr.org/en/2021/07/use-spyware-surveil-journalists-and-human-rights-defendersstatement-un-high-commissioner

C. States’ Obligations under the Global Human Rights Framework

The International Covenant on Civil and Political Rights (ICCPR) protects everyone’s rights
to privacy, opinion and expression. Article 17(1) of the ICCPR provides that ‘[n]o one shall be
subjected to arbitrary or unlawful interference with his privacy, family, home or
correspondence’. The right to privacy functions as a gateway right protecting and enabling
many other rights and freedoms, including the right to freedom of expression or the right to
political participation.z” Article 19 of the ICCPR protects everyone’s right to hold opinions
without interference and to seek, receive and impart information and ideas of all kinds,

regardless of frontiers and through any media.

The limitation of both the right to privacy and the right to freedom of expression is subject to
a three-part test, namely that:
(@) restrictions must be provided by law;
(b) restrictions must be imposed only when serving one of the exhaustively
enumerated legitimate reasons provided in Articles 17 and 19 ICCPR; and

(c) restrictions must be necessary and proportionate.

State parties to the ICCPR are under the obligation to provide in law and practice necessary
safeguards, oversight and scrutiny mechanisms, and means of redress with regard to the use of

spyware.2

1. Reinforcing Safeguards in National Legislation
States deploying surveillance tools must ensure that they do so in accordance with a domestic
legal framework that meets the standards required by international human rights law.2
(a) Any legislation governing surveillance must be clear, foreseeable, precise and publicly
accessible.

(b) Surveillance should only be authorised in law for the most serious criminal offences.

27 Surveillance and human rights report (note 2) [24]; Human rights implications of the development, use and
transfer of new technologies in the context of counter-terrorism (note 1) [45].

28 PEGA Draft Report (note 4) 6.

29 See in detail, Surveillance and human rights report (note 2) [50]; PEGA Draft Report (note 4) [588].



(c) Privileged professions, such as lawyers, journalists, politicians, and doctors, shall not
be targeted by spyware.=

(d) States should develop and implement national action plans, based on human rights
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(f) Specific provision and appropriate resources should be made for law enforcement and

judicial authorities to have access to independent technological expertise concerning



11



12

(e) During the surveillance operation, authorities should delete all irrelevant data,
pursuant to the scope of the judicial authorisation of said operation. After the
surveillance operation and the investigation for which the authorisation was granted
ceases, authorities should delete the data as well as any related documents, such as notes
that were taken during that period. The deletion must be recorded, and these records
should be auditable.«

(f) The States’ duty to provide effective remedies also entails an obligation to protect
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Appendix 1: Key commitments, pledges, or actions that should be taken by
different stakeholders — governments, private sector, civil society

10.

11.

12.

States need to subject the authorisation and use of spyware to rigorous safeguards that
meet the standards required by international human rights law.

States should not target by spyware privileged professions, such as lawyers, journalists,
politicians, and doctors.

States should uphold media freedom and the safety of journalists in the digital age.

States should develop and implement national action plans, based on human rights
obligations to advance the freedom, independence and pluralism of the media.

A surveillance operation must be approved for use against a specific person only in
accordance with international human rights law and when authorised by a competent,
independent and impartial judicial body, with all appropriate limitations on time,
manner, place and scope of the surveillance.

National authorities have the obligation to notify without undue delay individuals that
were placed under targeted surveillance, unless an independent judicial authority grants
delay of such notification.

States should put in place effective and independent oversight mechanisms over the use
of spyware.

States need to provide individuals who claim to be adversely affected by surveillance
access to legal and effective redress.

States should not invoke in an excessive manner national security as a basis to justify
the use of spyware.

Law enforcement and judicial authorities have the obligation to use a version of
spyware that is programmed in such a way that it minimises access to data.

The States’ duty to provide effective remedies also entails an obligation to protect
individuals from acts by private sector entities that cause infringements, by exercising
due diligence to prevent, punish, investigate or redress the harm caused by such acts by
private persons or entities.

States should agree upon an immediate moratorium on the export, sale, transfer, use or
servicing of privately developed surveillance tools until a human rights-compliant
safeguards regime is in place.
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13. States should revise the Wassenaar Arrangement by making it binding and embedding

rigorous human rights safeguards and processes.

14. Companies that produce spyware should set clear and enforceable guidelines on

transparency and accountability with respect to licensing decisions, surveillance-related
human rights abuses and the treatment of vulnerabilities.

Appendix 2: Core principles that all governments, companies, civil society
organisations and other stakeholders should adhere to

1.

The authorisation and use of spyware should be subject to rigorous human rights
safeguards.

Privileged professions, such as lawyers, journalists, politicians, and doctors, should not
be targeted by spyware.

Media freedom and the safety of journalists needs to be upheld in the digital age.

The use of spyware should be subject to necessary safeguards, provided in law and
practice; oversight and scrutiny mechanisms; and means of redress.

Targeted, covert surveillance tools must be deployed in accordance with a domestic
legal framework that meets the standards required by international human rights law.

A surveillance operation must be approved for use against a specific person only in
accordance with international human rights law and when authorised by a competent,
independent and impartial judicial body, with all appropriate limitations on time,
manner, place and scope of the surveillance.

Individuals placed under targeted surveillance have the right to be notified without
undue delay, unless an independent judicial authority grants delay of such notification
if it would seriously jeopardise the purpose of the surveillance.

There must be effective and independent oversight by public authorities over the use of
spyware.

Individuals who claim to be adversely affected by surveillance should have access to
legal and effective redress through an independent (judicial) oversight body which will
conduct a swift, thorough and impartial investigation.
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10. National security should not be invoked in an excessive and/or baseless fashion to
justify the use of spyware.

11. An immediate moratorium needs to be imposed on the export, sale, transfer, use or
servicing of privately developed surveillance tools until a human rights-compliant
regime is in place.

12. The Wassenaar Arrangement needs to be revised by embedding rigorous human rights
safeguards and processes.
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