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Disclaimer  

The recommendations below were compiled based on deliberations and inputs of members of 
the Community of Democracies’ Working Group on Democracy & Technology (WGD&T) to be 
submitted as input for consideration for the Global Digital Compact. The process was 
facilitated by an expert consultant Mr. Christopher Jackson for the WGD&T. 
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Recommendations 
 
@$,%,!*%,!,&)$#!%,/.--,(+*#&.(2!#$*#!/.81+!7%.'&+,!%.<82#!/.',%*),!.4!&-7%.'&()!+&)&#*1!*//,220!%&)$#20!
*(+!2*4,#3!#$*#!*1&)(!5&#$!-*(3!/$*11,(),2!.4!#.+*3N2!+&)&#*1!,/.232#,-0!5$&1,!*12.!8(+,%2#*(+&()!#$*#!#$&2!
,/.232#,-!&2!/.(2#*(#13!/$*()&()9!@$,2,!%,/.--,(+*#&.(2!$*',!<,,(!)%.87,+!&(#.!#$%,,!/*#,).%&,2P!
!

Q9 Accessibility!L!K%.'&+&()!#%82#5.%#$30!*//.8(#*<1,0!*(+!*44.%+*<1,!*//,22!#.!#$,!B(#,%(,#!*(+!
.#$,%! +&)&#*1! 2,%'&/,2! #.! #$,! 8(/.((,/#,+9! @$&2! &(/18+,2! 7$32&/*1! &(4%*2#%8/#8%,0! *(+! *12.!
%,R8&%,2!,;7*(+&()!*//,22!#.!+&)&#*1!2,%'&/,2!<3!,(28%&()!#$,3!*%,!*'*&1*<1,!#.!82,%2!*/%.22!
%,)&.(20!+,'&/,20!*(+!7%&/,!7.&(#29!

S9 Safety!L!T(28%&()!#$*#!7,.71,N2!7%&'*/3! &2!7%.#,/#,+U!2*4,)8*%+&()!*(+!*+'*(/&()! &(!+&)&#*1!
27*/,2!#$,!%&)$#2!7,.71,!$*',!.441&(,9!

V9 Security and Reliability!L!W,/8%&()!#$,!8(+,%13&()! &(4%*2#%8/#8%,!#$*#!/.-7%&2,2! #$,!+&)&#*1!
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/9 @$,2,!-*#,%&*12!/.81+!<,!#*&1.%*<1,!#.!-,,#!#$,!+&',%2,!(,,+2!.4!)1.<*1!7.781*#&.(2!5$&1,!2#&11!
-*&(#*&(&()!*!4.8(+*#&.(*1!7%&-,%!#.!#$,!+&)&#*1!,/.232#,-9!

+9 @$,2,!-*#,%&*12! /.81+! *12.! <,! 82,+!<3! ).',%(-,(#2! #.! $,17! &-7%.',!+&)&#*1! 2,%'&/,2! 4.%! #$,&%!
/&#&E,(2!#.!#*6,!*+'*(#*),!.4!-.%,!,*2&139!

,9 
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]9 Drive transparency and increase knowledge about the information environment, which is an 
important component of the digital ecosystem for governments, citizens, and global community to 
understand its impact on democracy. !

!
*9 T(/.8%*),! <,##,%! /.11*<.%*#&.(! <,#5,,(! &(+82#%30! /&'&1! 2./&,#3! )%.8720! *(+! ).',%(-,(#2! #.!

,(28%,!-,*(&()481! #%*(27*%,(/3! */%.22! #$,! +&)&#*1! ,/.232#,-0! *(+! #$,(!<.12#,%! *//.8(#*<&1&#3!
-,/$*(&2-2!#.!$.1+!#.!*//.8(#!#$.2,!1&-&#&()!$8-*(!%&)$#2!.%!+,-./%*/3!.(!#$.2,!71*#4.%-29!!

<9 C,2.8%/,!*(+!7*%#(,%!5&#$!.7,(D2.8%/,!%,2,*%/$!*(+!&(+,7,(+,(#! M.8%(*1&2#&/!/.--8(&#&,2!#.!
,(28%,! 2./&,#&,2! $*',! &(2&)$#! &(#.! #$,! &-7*/#! .4! 7%.7.2,+! 1*520! /.-7*(3! */#&.(20! /$*(),2! &(!
.5(,%2$&7!.4!6,3!+&)&#*1!&(4%*2#%8/#8%,0!.%!.#$,%!%,1*#,+!*/#&.(29!

/9 W877.%#! *(+! ,(/.8%*),! -81#&2#*6,$.1+,%! ,44.%#2! #$*#! /.(#%&<8#,! #.! *! +&)&#*1! ,/.232#,-! #$*#!
*+'*(/,2!+,-./%*#&/! '*18,2! *(+!$8-*(! %&)$#2X&(/18+&()! */*+,-&/0! &(',2#&)*#&',0! M.8%(*1&2#&/0!
.7,(D2.8%/,!%,2,*%/$!.%)*(&E*#&.(20!*(+!/.--8(&#&,2!.4!$8-*(!%&)$#2!*(+!+,-./%*/3!+,4,(+,%29!!

+9 W877.%#!*(+!,(/.8%*),!*//.8(#*<&1&#3!-,/$*(&2-2!*(+!#$,!*/#.%2!*/%.22!2,/#.%2!#$*#!71*3!/%&#&/*1!
%.1,2!&(!$.1+&()!&(+82#%3!*(+!).',%(-,(#2!*//.8(#*<1,!4.%!*+'*(/&()!*!+,-./%*/3D!*(+!%&)$#2D
*44&%-&()!+&)&#*1!,/.232#,-9!!

 
 
5. Support expert bodies that independently monitor and report on actors and methods that 

contribute to the violation of human rights (e.g., civil, cultural, economic, political, and social). A 
recent example of this is the proliferation of Technology-Facilitated Gender-based Violence.  

!
*9 C,2.8%/,!*(+!2877.%#!.%)*(&E*#&.(2!*(+!-81#&2#*6,$.1+,%!,44.%#2!#$*#!*+'*(/,!+,-./%*/3D!*(+!

%&)$#2D*44&%-&()!*77%.*/$,2!#.!).',%(*(/,!.4!#$,!+&)&#*1!&(4.%-*#&.(!,('&%.(-,(#9!!

<9 T(/.8%*),! -81#&D2#*6,$.1+,%! ,44.%#2! #.! ,(28%,! *! /.(2&2#,(#! 2$*%&()! .4! 6(.51,+),! *%.8(+!
%,/.)(&E,+O&+,(#&4&,+!$8-*(!%&)$#2!*<82,2!#$%.8)$!#$,!82,!.4!+&)&#*1!#,/$(.1.)&,29!

/9 @$,2,!,44.%#2!/.81+!2,1,/#!%,)&.(*1!%*77.%#,8%2!1,+!<3!/&'&1!2./&,#3!.%)*(&E*#&.(2!%,7%,2,(#&()!,*/$!
Z\!C,)&.(*1!)%.87!#.!2877.%#!#$,!7%.'&2&.(!.4!-*#,%&*129!

+9 @$,2,!,44.%#2!/.81+!7%.'&+,!*!7,%&.+&/!%,1,*2,!.4!/.11,/#,+!&(4.%-*#&.(!.(!%,/.)(&E,+O&+,(#&4&,+!
*/#.%2!*(+!#*/#&/2!#$*#!$*',!<,,(!&('.1',+!&(!$8-*(!%&)$#2!*<82,20!,27,/&*113!/.(/,%(&()!7%&'*/3!
*(+!$8-*(!%&)$#2!7%.#,/#&.(2!&(!#$,!+&)&#*1!27*/,9!

,9 @$,2,!7%.+8/#2!/.81+!<,!%,1,*2,+!2.!#$*#!.%)*(&E*#&.(2!/*(!,*2&13!*//,22!#$,-!*(+!7%.'&+,!#$,-!
#.!7,,%2!*(+!#$,!/&#&E,(%39!@$,2,!%,1,*2,2!/.81+!<,!7%.'&+,+!&(!-81#&71,!1*()8*),2!*(+!*//,22&<1,!
4.%-*#29!

49 T(/.8%*),!<,##,%!/.11*<.%*#&.(!<,#5,,(!2./&*1!-,+&*!/.%7.%*#&.(2!*(+!$8-*(!%&)$#2!)%.872!#.!
2$*%,!&(4.%-*#&.(!*(+!4&(+!/%.22D7.&(#2!5$,%,!2,%'&/,2!-*3!<,!4*/&1&#*#&()!*<82,2!*(+!7.#,(#&*1!
-&#&)*#&.(29!

!
!
!
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Organizational Responsibility around Digital Assets and Infrastructure 
(Security and Reliability) 
6. Governments, businesses, science & technology communities, and civil society organizations agree 

to promote cybersecurity protections into their missions and strategies. This comes with the 
acknowledgement that the protections are important for the integrity and privacy of data, services, 
and forums used by citizens.  
 
*9 W877.%#! ,44.%#2! #.! 2#%,()#$,(! /.11*<.%*#&.(! <,#5,,(! ).',%(-,(#20! <82&(,22,20! 2/&,(/,! F!

#,/$(.1.)3! /.--8(&#&,20! *(+! /&'&1! 2./&,#3! .%)*(&E*#&.(2! .(! +,',1.7&()! *! 71*3<..6! 4.%!
.%)*(&E*#&.(2! #.! $,17! &(#,)%*#,! /3<,%2,/8%&#3! /.(#%.12! 2#*(+*%+2! *(+! 7%&'*/3! 2#*(+*%+2! >,9)90!
BW^OBTI! S_``Q0! GHKC?! &(#.! #$,&%! /8%%,(#! -&22&.(2! .%! &(',2#-,(#2! *(+! 7%.-.#,! Z\! (.%-2! .(!
%,27.(2&<1,!2#*#,!<,$*'&.%!&(!/3<,%27*/,9!

<9 @$&2!71*3<..6!&2!-,*(#!#.!7%.'&+,!#$,!2#*(+*%+2!*(+!*/6(.51,+),!#$,!&-7.%#*(/,!.4!&(#,)%*#&()!
#$,2,!2#*(+*%+2!4.%!#$,!7%.#,/#&.(!.4!/&#&E,(29!

/9 I.(281#!5&#$!-*M.%! /3<,%2,/8%&#3! .%)*(&E*#&.(2! #.! $,17! +,',1.7! #$,2,! 71*3<..62! L! .%! 7%.'&+,!
',%2&.(2!#$,3!*1%,*+3!/*(!*//,229!"!5.%6&()!)%.87!.4!.#$,%!%,7%,2,(#*#&',2! 4%.-!).',%(-,(#0!
<82&(,220! 2/&,(/,!F! #,/$(.1.)3!/.--8(&#&,20!*(+!/&'&1! 2./&,#3!.%)*(&E*#&.(2!/.81+!-*6,! #$,2,!
,*2&13! *//,22&<1,! #.! .%)*(&E*#&.(2! #$*#! *%,! (.#! 4*-&1&*%! 5&#$! #$,2,! -*M.%! /3<,%2,/8%&#3!
.%)*(&E*#&.(2!*(+!#$,&%!-*#,%&*129!

+9 I.(281#!5&#$!,;7,%#2!4%.-!)1.<*1!$8-*(!%&)$#20!+,-./%*/30!*(+!7.1&#&/*1!.77.2&#&.(!/.--8(&#&,2!
#.!,(28%,!#$,!(,,+2!*(+!/.(/,%(2!.4!#$,2,!'81(,%*<1,!/.--8(&#&,2!*%,!7%&.%&#&E,+9!W,,6!*<8(+*(#!
&(78#!4%.-!-81#&2#*6,$.1+,%!/.--8(&#&,2!&(!#$,!G1.<*1!W.8#$9!

,9 T(/.8%*),!/*7*/&#3D<8&1+&()!*(+!&((.'*#&',!2.8%/,2!.4!48(+&()!#.!$,17!7%.'&+,!4&(*(/&*1!2877.%#!
#.!.%)*(&E*#&.(2!1*/6&()!#$,!-,*(2!#.!&(#,)%*#,!/3<,%2,/8%&#3!7%.#,/#&.(2!&(#.!#$,&%!.7,%*#&.(29!

49 T(/.8%*),! %,1,'*(#! -81#&2#*6,$.1+,%! )%.872! *(+! &(#,%(*#&.(*1! .%)*(&E*#&.(2! #.! 7%.'&+,! 4%,,!
2#%*#,)&,20!-.+,120!*(+!71*3<..62!#.!.%)*(&E*#&.(2!1*/6&()!#$,2,!%,2.8%/,2!#$*#!,(*<1,!#$,-!#.!
&(#,)%*#,!/3<,%2,/8%&#3!7%.#,/#&.(2!&(#.!#$,&%!.7,%*#&.(29!@$,2,!*+'&2.%3!)%.872!2$.81+!7*%#(,%!
5&#$!(.(D7%.4&#!/3<,%2,/8%&#3!.%)*(&E*#&.(2!#.!$,17!+,',1.7!#$,2,!-*#,%&*129!

 
 

7. Cybersecurity should be seen as a social responsibility for both the protection of privacy as well as 
protecting the infrastructure that stores and transmits data, allows for forums to prevent 
censorship & a free exchange of ideas, while providing critical services to populations regardless of 
race, religion, belief, geography, sex, disability, or economic status. 

 
*9 T(/.8%*),!-81#&D2#*6,$.1+,%!)%.872!#.!48%#$,%!+,',1.7!)8&+,1&(,2!*(+!<,2#!7%*/#&/,2!#$*#!$,17!

.%)*(&E*#&.(2!8(+,%2#*(+! #$,! &-7.%#*(/,!.4! /3<,%!$3)&,(,!5$,(!7,%4.%-&()!2,%'&/,2! #$*#!*%,!
*//,22&<1,!#.!*11!2&E,2!.4!.%)*(&E*#&.(29!!
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<9 @$,2,!)%.872!/.81+!7,%&.+&/*


